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DNEeKTpOHHBIE CEPBUCHI, WHTEPHET-OAHKUHT, yAaJIeHHas pabora
yueba, OHJIalH-pEerucTpalui, MHTEPHET-Mara3uHbl U MapKETILUIIUCHI — BCE 3TO
HACTOJIbKO MPOYHO BOILUIO B HAlly MOBCEAHEBHOCTb, YTO WHOTIA TPYIHO
MOBEPUTH, KaK KWIK 0e3 3TOro panbline. Yem Oosblle MOrpykaemMcs B MUP
UH()OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH (daree — HKT), TeM
OOJBIIIE CTAHOBUMCS YSI3BUMEE.

Kubeparaku Ha MHPOPMAIMOHHYIO CTPYKTYPY — 3TO OJIHA U3 CaMbIX
3HAYUTEIBHBIX U MOCTOSTHHO PACTYIIUX YIPO3 IS TII00ATBHOM 0€30MMacHOCTH
B XXI| Beke. Ha ¢oHe BceoOmiei nudpoBuzanuu 3ta mpodiieMa HE MPOCTO
HapacTaeT, a 3BOJIOLNUOHHUPYET, HA YTO BIMSACT IIMPOKOE HCIIOIb30BAHUE
HMCKYCCTBEHHOI'O MHTEIUIEKTa (Jdanee — HMH), TaKk KakK 3J0YMBIIJICHHUKU
HAYMHAIOT HWCTOJB30BaTh €ro s co3laHus Oojee  M3ONIPEHHBIX
BPEIOHOCHBIX MPOTPaMM, aBTOMATHU3AI[MU aTaK U aHAJIN3a YSA3BUMOCTE.

KubepaTtaku npeBpaTUIUCh U3 TPOOJIEMbI TEXHUIECKUX CTIEIUATICTOB
B OJIHY U3 IVIaBHBIX CTPATETMYECKUX YTPO3 HALIMOHAIBHOM, SKOHOMUYECKOHN 1
00111eCTBEHHOW 0€30MacHOCTH JI000W CTPaHBI.

Ilo pesynbpraTaM uCCIENOBaHMs, INPOBEACHHOIO B NPOLLIOM TOAY,
benapycs Haxonutca Ha 3-M mecte B peutunre ctpan CHI', koTtopeie yamie
BCETO MOJIBEPraloTcs Kubeparakam.



Kaxnas nsaraa araka B benapycu npuxoaurcest Ha roccektop (22%). Ha
BTOPOM MecTe — cdepa npoMblluieHHOCTH (14%), a HA TpeTbel CTPOUKE —
¢uHaHcoBass oTpacib (11%). MHOro arak TakXe HaIEJIIeHbl Ha CEKTOp
TeJIeKOMMYHUKAIMK, chepbl HayKu 1 00pa3zoBanus (8%).

Kaxmas  Bropas  kmbeparaka (57%) TpUBOIUT K  yTeUKe
KOH(pUICHIIMATBHBIX JaHHBIX. Peke OHU HapYIIal0T OCHOBHYIO JI€ATEIbHOCTh
(16%) unu HecyT mpsimble (puHaHcOBbIe motepu (8%). bosee MoOIOBUHBI
YKPaJICHHBIX CBEIACHUN COCTABIISAIOT IEPCOHAJIBHBIE JaHHBIE 1 KOMMEPUYECKas
TaiiHa. AKTyaJlbHOM mpoOJieMOi oOcCTaeTcs Kpaxka JeHer ¢ OaHKOBCKUX
KapTOYEK M JJIEKTPOHHBIX KOIIEIBbKOB.

Cnaiin 2.

POCT KMBEPATAK B BEJ/IAPYCU

Nozuuyua benapycu: 3-& mecto 8 CHI no
KONUMECTBY KubBepaTan

. OCHOBHBbIE LENM ATAK:
foccexrop — 22%
Mpombiwnenmocrs — 14%
DuHance - 11%

- NOCNEACTBMA:

Yreuxa ganHeix - 57% cnyvaes

Hapywenne paborel — 16%
Dunancossie notepyn — 3%

CornacHo pganHbiM 3a 2024 roja, Hama pecnyOiMkKa MO YPOBHIO
kubepoOe3zonacHoctu 3ansuia 70-e mecto u3 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvuwiii unoexc kubepbezonacvocmu),
YCTyIIMB 1O 3TOMYy HWHAEKCY cpean crpan CHI' noumes Mongose,
AzepbOaiimxany u Poccun.

PocT U yc/10:kHEeHNEe METO0B KHOEePYrpo3 TpeOdyIT onepekaruero
U KOMILIEKCHOTO pearnpoBaHus.

B benapycu npuHST psiil CUCTEMHBIX Mep, U 00phOa ¢ Kkubepyrpozamu
BEJICTCS Ha HECKOJIBKUX YPOBHAX. Tak, Ha rocy1apCTBEHHOM YPOBHe YKa30M
[Ipesuaenta Pecnyomuku benapycs Ned4) «O kubGepOe30macHOCTH
peanusyercs KOMILJIEKCHBIH MHOTI'0YPOBHEBbII MEXaHHU3M
NPOTUBOEHCTBUA KHOepaTakaM HAa TOCYJIApCTBEHHBIE OpraHbl U
OpraHu3alliy, KPUTUYECKYI0 MH(OpMaimoHHy HUHppacTpykTypy. Co3nan
HanronanbHbI# 1IEHTp oOecnieueHrst KuOepOe30MmacHOCTH U PearupoBaHus Ha
KHOCPUHITUIEHTBl (Oanee — Hayuonanvnolii yewmp Kubepbezonacnocmi).
HanaxxeHo MexTyHapOIHOE COTPYAHUYECTBO B 3TOH cdepe.



Co3maHpl  HEOOXOAWMBIE  TPABOBBIE  YCJIOBHS  JUISL  3QIlUTHI
MEPCOHAIBHBIX JAHHBIX W O€30MaCHOCTH JIMYHOCTH M OOIIeCTBa TPH HUX
UCIoNb30BaHuu. 3akoH Pecy6imku benapych «O 3amuTe nepcoHaJbHbIX
NAHHBIX», TpUHATHIN B 2021 roy, ycTaHaBIMBAET I'PAHULIBI, OIPEACIAIONIUE,
KaKyl0 HMH(POPMAIMIO O YEJIOBEKE MOXHO CcOOHUpaTh M PacHpOCTPaHSTh.
BwmecTte ¢ Tem, 4TOOBI 3a1MTa MePCOHATBHBIX JAHHBIX ObLIAa MO-HACTOSIIEMY
3¢ (PEeKTUBHON, HYKHbI OOIIME YCWIHS — HE TOJBKO TrOCyJapcTBa, HO U
rpaKIaH.

[IpoTHBOACICTBHE OCYIIIECTBISCTCS W HA KOPHMOPATHBHOM YPOBHeE.
Opranm3anui W TPEANPUITHS HWHBECTHPYIOT B KHOepOe30macHOCTh U
oOy4eHHE COTPYAHUKOB.

Hiast 6oppOBI ¢ KuOepyrpo3amMd Ha HMHAMBHAYAJIbHOM YPOBHeE
TpeOyeTcs MOBbIIEHHE HUGPOBOM T'PaMOTHOCTH HaceleHHUs, COOII0JICHUE
AJIIEMEHTAPHBIX MPABUIT IU(PPOBOM TUTHUECHBI.

CoBpeMeHHbIE acIeKThI KH0ep0e30NnacHOCTH

Kubepmpectymienus TPaHCHAI[MOHAJIbHBI, 3JI0YMBIIUIEHHUKHU
HCIIOJIB3YIOT aHOHHMaﬁBCpBI (C€p8MCbl, nosesoJiAilowue CKpolms JUYHbLE oanmnvie
nonvzoeamens u obecneuumv AHOHUMHOCMb 6 HMHmepheme) W HAXOIATCS 3a
pyOeKoM, UTO KpaifHe 3aTpyAHSET UX 3a/iepiKaHue.

I[To nauubiM CrnencrBeHHoro komurera PecnyOnuku bemapyce,
ormedaetcs yxon 6omee 80% BeiMoratenscTB B 60J1ee 90% MOIIEHHUYECTB B
«OHJIAWH»-CXEMY, YeMy CIOCOOCTBYeT B TOM YHCJI€ HHU3KHA MPOIEHT
OCBEJIOMJIEHHOCTH TpaxJaH O IMPECTYMHbIX CXEMax, a TaKXKe pPa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpoctpaneHHBIX BUJAOB KuOeprnpecTyiieHuid B benapycu
MOBTOPSICT TJIOOAJIbHBIE TPEHJbI, HO C AKIIEHTOM Ha MECTHBIC IJIATEKHbIC
CUCTEMBbI U MPUBBIUKU HACEIICHMUSI.

I[lo paHHBIM  TJABHOTO  yOpaBJIE€HHUS 1O  NPOTUBOACHCTBUIO
KHOEpNpEeCTYMHOCTH KPUMHUHAIBHOW MWIMIMA MUHHUCTEpCTBA BHYTPEHHUX
nen Pecnybonuku benapych, 3a 9 mecsieB tekyuiero rojga B bemapycu mo
CPaBHEHUIO C QHAJOTMYHBIM T[EPUOJIOM TMPOUUIOr0 Troja KOJUYECTBO
KHOEepNpecTyIIeHu CHU3UIOCh noutu Ha 11% (Ba 9 mecayes 2025 200a
sapeaucmpuposano 6onee 13 moic. ciyuaes (13 420), mpems uz komopuwix (4 121) —
6 2.MuHncke).

ITo cratuctuke skeHHIUHBI (65%) Yale BCEro CTAaHOBATCS >KEPTBAMHU
MOIIIEHHUKOB, KOTOPBbIE BBIMAHUBAIOT JICHHI'M ITIYTEM TICUXOJIOTHYECKUX
MaHUIYJISIui 1o tenedony (77,9%), KymM-npoia)ki TOBApOB U OKa3aHUsI
ycayr (65,6%), OmarorBoputenbHocTr (100%). Myskuunbl (84,8%), kak
NpPaBUJIO, CTAHOBSTCA JKEPTBAMH  MOIIEHHHUYECTBA, CBS3aHHOTO C
UCIIOJIb30BAaHUEM CAaTOB 3HAKOMCTB.



Coatig 3.

MOPTPET XEPTBbl MOLUEHHUYECTBA

HeHwmHb

A Sl 2R TenedoHHLIE MOWEeHHNKK — 77,9%
<. T s, | O0MmaH B cpepe yonyr — 65,6%
‘ Ty My"4HHbI

MOIWeHHKUYSCTBO Ha CaiTax 3HakomcTe — 84 8%
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CoumantHbii craTyc:
BespaboTuble Y3LUE NONIAINT B MHBECTUUMOHHDIE

nosywmw (46,2%)

Cnpaeouno:

Bospacmmuuwie cpynnot nomepnesuiux:

aA100u cmapuie 50 nem yawe cmaHoBAMCsL dHcepmeamu menegh)oOHHbIX
MouleHHU4ecms,  obmana,  008epuUUBOCMU,  1e2eHO O  NOMOWU
POOCMBEHHUKAM,

Mo100excy 00 30 1em ysa36uma om MOUEHHUYECKUX OUCTAHYUOHHbBIX
coenok ¢ Hedsudcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «OUpIHCU» U
«po3sviepvludeti unu akyuily (65,4%);

auua cpeonezo eo3pacma (3049 nem) — naubonee maccosas epynna
cpeou  nomepnesuiux om  HUKT-mowennuuecmea ¢  3aKnoueHuem
2padiCOAHCKO-NPasoswvix 002080pos (53,1%).

be3pabommuvie u neyuamueca yawe nonaoaromes 8 UHBECMUYUOHHbBIE
noeywiku (46,2%), umo modxcem 6vimsb C643AHO C NOUCKOM UMU UCTNOYHUKOS
00X00a UnU ysieyeHuem a3apmHulMu CXemamu.

ITo cmoco6amM coBepiIeHMsi MOIIIEHHUYECTBA Yallle BCETO MPOUCXOISAT
OT MMEHH JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBisiOTCS
COTPYJAHUKAMHM TPABOOXPAHUTEIbHBIX OpraHoB (MB/, CK, /[®P, KI'F) u
paboTHHKaMu OaHKOBCKHMX OpTaHuW3aluidi. MOIIEHHUKH CTajdd 3BOHHUTH OT
UMEHU pa0OTHUKOB CITy>k0 rasza, BOJOKaHaJIa, SHEPrOHAI30pa, MOOMIBHBIX
OMNEepaTOPOB CBSI3U IO/ MPEAJIOTOM OKOHUYAHUS CPOKA I0TOBOPA U MpejIarator
JUISL €0 TIPOJICHUST COO0IUTh IudpoBo Ko U3 cMc. [locne nepenayu koaa
JKEPTBE 3BOHUT COOOIIHHMK MOIIEHHMKAa M YK€ MPEJICTaBISAETCS
MIPaBOOXPAHUTEJIEM, 3aIyTUBAET TEM, YTO YEJIOBEK Mepeaal JUIHbIC JTaHHbBIC
¥ Ha ero uMsi OyayT oOpMIICHBI KPEAUTHI. A 4TOOBI MX M30€KATh MpeIaraet
oQOpMHTHh BCTPEYHBIC KPEAUTHI M TOJYYCHHBIC JACHBI'M TIEPEBECTH Ha
YKa3aHHBIA cueT WK OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa 0T uMeHHU pykoBoauTeJeii (Fake boss) (yupesrcoenuii
00pazosanus, 30pABOOXPAHEHUs,  KVIbmMypsl, Hnpeonpusmuii) MOIICHHUKU
3alyTUBAIOT  MOJO3pPEeHWEeM B (PMHAHCUPOBAHWU  DKCTPEMHCTCKOM
NeATEeIIbHOCTH, TTPOBEJICHUEM OOBbICKA U U3BITHUEM JCHET, TaKXKe MpeaiaraloT



JaHHBIN (PaKT JepKaTh B TAHE U MOOOIIATHCS C ONPEEICHHBIM COTPYIHUKOM
MIPaBOOXPAHUTEIBHBIX OPTAHOB, KOTOPKIN SKOOBI I COXPAHEHUS JECHEKHBIX
CPEJCTB MpeJjiaracT «BPEMEHHOY MEPEBECTHU JEHbIM HA 3alUIICHHBINA CUET.

B teneponHOM paszroBope He JOBEPSANUTE HE3HAKOMBIM JIMIIAM, KEM OBI
OHH HE MPEJICTABUIINCH, €CIIU BbI HE JKJI€TE€ TAKOTO 3BOHKA.

Tpers momeHHuvecTB (27,6%) coBepliaeTcsi MOJA BHUIOM MPOJAAKH
ToBapoB B cerH Instagram wiam Telegram (uawe 6ceco mowennuxu
«npooaiomy agmo3anyacmu, caoogvie Kaueiu, HOO20OHUe e, MOPenpoOyKmbl U
opyeue  mogapvl).  3IOYMBIIUICHHUKA  OPEQIaraloT  MNOTECHUAAIbHBIM
MOKYTIATEJISIM TIEPEBECTU MPEOIIATy 32 TOBap M OOEIIAIOT €ro BBICIATH IO
MoYTEe WM KypbhEpOM, MOCJE 4YEero OOUIEHHWE MNPEKpaIlaeTCs, U «KJIUCHT»
OCTAETCSl HU C YEM.

Cnpaeouno:

Taxoice Haubonee pacnpocmpaneHuvle NPecmynHble CXeMmbl.

360HKU om umenu oOaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCmeeHHbIX 0pP2aH08, K0204 MOUWEHHUK, UCHOJb3YSA MEXHO02UI0
HOOMEHbL HOMEpA, 360HUM C HOMeEpd, NOX0JHce20 HA ODUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuuy ¢ Kapmotu, «0J10KUposKe
cuemay Uiy «NONbIMKe G310MA», @ OJIsL «3AWUMbBLY UTU K OMMEHbL ONEPAYULY
npocum coobuwums CVV-k00, Oanmnvie uz SMS-coobwenus c¢ Kooom
noOmeepIHcOeHUsl, NaPOJib U3 UHMEPHEem-0aHKUH2A UL nepesecmu 0eHbeU HA
«be3onacHulily (Ha camom oeie NOOKOHMPOJIbHbIU MOUWEHHUKY) CHem,

Guuwiunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
co0OWeHue U 91eKMpPOHHOe NUCbMO C COOOWeHueM o0 «DIOKUPOBKe
Kapmuly, «npobieme ¢ HAN020M», «8vlucpvluie 6 Jjomepeey, KOmMopoe
COOepIICUm  CCOLIKY HA PUUWUH206bIIL UHMepHem-pecypC (catm — KIOH),
KOMOpWblll 8b12180UM KAK OQUYUATIbHBIL UHMEPHEM-PeCcyPC OAHKA, HA020801
UHCNeKYUU UTU OPY2020 20CYOapCMBEHHO20 0p2ana, 20e mpebyemcs gecmu
JIO2UH, NApob, OAHHblE NIAMENCHHIX CPeOCme8, MNocle 868004 KOMOPbIX
cogepuiaemcs XuwjeHue;

MOUIEHHUYECM8A 8 COUUAIbHBIX CemAX U meccenocepax («Vibery,
«WhatsApp», «Telegramy), ko20a 310yMblULIEHHUK 831AMbIEAEH AKKAYHM 8
coycemu umu cozoaem ¢Heltikogulil, NOXONCULL HA He2o, nuuem OIU3KUM
POOCMBEHHUKAM OM UMEHU 61a0enbyd aKKAYHmd, 4mo CPOYHO HYIHCHbBI
0eHb2U HA «OYeHb 8AadCHOE 0eN0y (NONANl 8 CIONCHYIO CUmyayuio, nonaiu 8
JTII u 0p.), npocsi HUKOMY He 360HUMDb, TUOO AHANOSUYHASL Npedbloyuell
cxema, Koeoa MUUEHbI0 CIAHOBAMCS OPY3bs, A MOWEHHUK OM UMEHU Opyad
nuuiem, 4mo 3acmpsi 3a cpamuyeu, y He20 YKpaiu OeHbeUu/00KYMeHmbl, U
npOCUm CpO4YHO nepesecmu cCpeocmad,

¢heitkosvle unmeprHem-mazazunvl, K020a co30aAemcst Kpacusblil Caiim-
OOHOCMPAHUYHUK UIU 2PYNNa 6 COYUANIbHOU cemu  (3auyacmyro 8
«Hncmaepam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBIU Y HACELEHUS MO8ap
(mexuuxa «Apple», caoosas mebenvb, Hady8Hvle Oaccelinvl, OpeHO08aAs
ooedcoa u 0p.), a nocie npedoniamvl Mmoeap He NPuxooum, a Caum uiu
2pynnvl ucuezarom, 1ubo coodweHUs JHeepmewvl Oaiee USHOPUPYIOMCSL,

MOWeHHUYeCmea Nnoo UOOM 20CYOAPCHMEEHHBIX O0P2AHO08, K0O20a
Jrcepmee nocmynaem 360HOK OmM UMEHU «cyobuy, «compyonuxa MBJ»,
«HAN020801ULY ¢ MpeboBaHUeM CPOHYHO ONAAMUMb HeKUUl QUKMUBHBIU 007,
Wmpagh unu NOWIUHY, YepoiCas apecmom C4emos Uiy Opyeum HaKazaHuem,
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npocsam YCmaHo8Ums NpuiodiceHue Oiisi YOaieHH020 00Cmyna (hanpumep,
«AnyDesky unu «TeamViewery) onsi «npogepku cuemay, 4mo oaem um
NOJIHBIL KOHMPOJIb HAO YCMPOUCMEOM NOMEPNEesULeo,

gunancosvle nupamuovl U UHEECMIUUUOHHbBIE MOUIEHHUYECMEA,
makue KAk  NpeoylodCeHUs  «BblCOKOOOXOOHBIX — UHBECUYUL» 8
KPUNmMoBauomy, Oupdicu uiu Cmapmanvl ¢ 2apaHmupo8aHHbIM 6blCOKUM
ooxooom. Ilpu osmom Ha nepeom smane Mocym 0adxdce BbINIAYUBAMD
HebobLUe NPOYeHmMbl, YUmodbl nomepnesuiull Hec euje 60bULe OeHENCHBIX
cpedcma u npusel pPOOCMEEHHUKO08, OpYy3ell U 3HAKOMbIX, NOCLe 4e20 NPOEeKm
3aKpbIBAEMCsl, A OeHelCHble CPeOCMBA NOXUUWAIOMCSL,

6bIMO2AMENLCMEO HA UHMUMHOU HOY8e ((CEKCMOpUleH»), Ko20a
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCePMBOLl, 6MUpaemcs 8 0osepue,
CKIIOHsIem K 00ujeHuio 8 gudeodame UHMUMHO20 XApaKmepa uiu K Omnpaske
OMKPOBEHHBIX (POMO, 3anuUcvléaem 8U0eo Ul 0enaem CKPUHWOMbl, d 3amem
wanmasicupyem.

OnaceHust BBI3BIBAIOT HaOuparoume O00OpOThl BbIMOIaTelbCTBA
(526 cayuaes) ¢ UCHONB30BAaHWEM HWH()OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHM: NMOTEPHEBIINX I10J PA3JIUYHBIMU IPEIJIOTaMHU BBIHYXIAIOT HA
JUYHBIX ycTpoiicTBax [Phone BoiiTu He B CBOIO yueTHY!0 3anuch. [locie Bxona
[Phone Onokupyercsi Kak HOXUIIEHHBI U CTAHOBUTCS HE MPUTOIHBIM. [[ns
Pa30JI0KUPOBKHU 3JI0YMBIIIJIEHHUKHN TPEOYIOT BBIKYII.

IToaToMy HU B KOEM cilyyae Hellb3sl BXOAUTH HA CBOEM YCTPOMCTBE B
YYKYH0 YYETHYIO 3allMCh, BJIAJENICl] YYETHON 3alMiCU MOXKET 3a0JI0KUPOBAThH
YCTPOMCTBO.

Coaiig 4.

BUAbI KUBEPNPECTYN/IEHUA,
COBEPLUAEMDBIE B CTPAHE

IBOHKN OF usmenn Ganxa, coTpyarusa MBA, KIb u
WUHBX FOCYAAPCTBEHHEX OPTaHOB

PuiwmHrosee SMS-cootuienun u ncema

MOWEHHWYECTEE B COUMANLHLIX CETRX U
MecceHHepax

MOLEHHUHECTES TPM OHN3RH-NORYIHAX H3
NADILAAKAX NO NPOAARE TOBAPOS

HeROBLIE HHTEPHET-MAr3auHL

MOWEHHMYECTEA DO BUAOM rOCYA3 PCTBEHHLX
CpPravoe

tt‘MNaH('OEltJE nupamuan 1 MHBECTHUMOHHE
MOWeHHMUYeCTBa

B0h-HEN PG

BRMOF3TERCTEO H3 WHTHMHON NOYES

Crnemyer OTMETHUTh, YTO (PUITHMHT ¥ MOIIIEHHUYECTBO ¢ 0AHKOBCKUMU
KapTaMHU SBIISIOTCS CaMOM MacCOBOM KaTeropueil KuOepMOIIIEHHUYECTBA B
Pecnybnuke benapyce.

IIpu sTOM Hapsily C AaHHBIMM HPECTYNMHBIMU CXEMaMHU MOIIEHHHKH
aKTUBHO HWCHOJIB3YIOT M Takol MeETOJl (UIIMHra, TMpU KOTOPOM
KOH(UJICHIIMANbHBIE  JJaHHbIE  OCJIIOPYCCKUX  TpaXkKJaH  JOOBIBAIOTCS



3JIOYMBIIIULICHHUKAMHU  ITOCPCIACTBOM TGJ'IG(l)OHHBIX 3BOHKOB. OJTOT BHU]JI
MOIICHHNUYCCTBA HA3bIBACTC «BUILIMHID).

Cnaiin 5. Buneoponuk.

) A3BYKA
(lasiiely

Cnpaeouno:

Buwunz — smo ycmuas pasHosuonocms uiiunea, npu Komopou
3M0YMBIUUIEHHUKU NOCPEOCEOM MeNe)OHHOU C853U, UCNONb3YS NpUuembl,
Memoobl U MeXHOI02UU NCUXOJIOSULECKO20 MAHUNYIUPOBAHUSL, NOO PAZHLIMU
npeono2amu, UCKYCHO Uepasi OnpeoesieHHyI0 poib (Kak npasuio, COmpyoHuKd
Oaunka, MexHUYecKko2o cheyualucma u m.0.), BbIHYHCOAIOM Yel08eKa
coooOwums UM C80U KOHDUOEHYUATbHblE OAHKOBCKUE UNU NePCOHATbHbLE
OauHble AUO0 CMUMYIUPYVIOM K COBEPULEHUIO ONPEOelIeHHbIX OelCmEUll CO
CBOUM OAHKOBCKUM CUEMOM ULU OAHKOBCKOLU KAPMOU.

ITo wmepe  pasButuss  HHPOPMALMOHHO-KOMMYHHMKALMOHHBIX
TEXHOJIOTMH BO3PACTAIOT M  BO3MOKHOCTH KHOEpPHpPEeCTYIIHHKOB.
HekoTopble MOLIEHHHMYECKHE CXEMbI MOJYYWUIM HOBYIO JKHU3HB Ojaromaps
VICKYCCTBEHHOMY MHTEJUICKTY.

Pacrer konm4ecTBO cCiy4acB MOIIEHHMYECTBA C HCHOJIB30BAHUEM
TexHosioruu Deepfakes — 3T0 co3gaHHBIE MCKYCCTBEHHBIM HHTEIJIEKTOM
rOJIOCOBBIE COOOIIEHUSI M BHUACO3BOHKH OT SIKOOBI KOJUIET, Jpy3ed u
POJCTBEHHUKOB, KaK MPaBUIIO, C TPOCHOO0I O CPOUHOM JACHEKHOM MEPEBOJIE U AP.

[Ipu BuAEcO3BOHKE cieayeT oOpaliaTh BHUMaHHUE Ha TaKue JIETalu, Kak
HEYETKOE WM CMa3aHHOE M300paKeHHe JUIA TOBOPSAILEro, OTCYTCTBUE WU
HEECTECTBEHHAS! MUMMKA JINLIA.

[TomHUTE, 4TO COTPYAHUKN OAHKOB U MPABOOXPAHUTEIHHBIX OPTaHOB HE
3BOHAT 4YEPE3 MECCEHKEPBI C MCIIOIb30BaHWEM BuaeocBsasu. Ilpu
COBEPIICHUM [ICHEKHOTO IepeBOoJAa MO BJHSAAHHMEM MOIICHHHUKOB
HEO0X0AMMO He3aMeAJIMTEeILHO 00PATUTHCH B OPraHbl BHYTPEHHUX eI
IUIsl COXPAHEHUS JICHEKHBIX CPELCTB.

Jlaxxe Korja NCKYCCTBEHHBIN HHTEIJIEKT UCII0JIb3YETCsI BO 0J1aro, HyKHO
OBITh OCTOPOXHBIM. Ecii paOOTHUK OpraHu3ali AYMAeT, YTO 3arpy3uT
nokyMmeHT B 4aT GPT u oH Bce ObICTPO CAENaeT, TO 3TO NMPSAMOM IMyTh K yTEUKe
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KOH(DUICHIIMATBHBIX JaHHBIX. JIOKyMEHTHI OTIIPABATCS Ha CEPBEPHI B IPYTOM
TOCyJapCTBE, W 3aKOHBI HAIIEW CTpaHbI YK€ HE MOTYT TapaHTHPOBATh HX
0€3011aCHOCTb.

Coaiif 6.

MCNo/1Ib3OBAHUE A
WUCKYCCTBEHHOIO UHTE/IZIEKTA ;

B Uenesoi duiwmnr 6e3 ownBOK:
NEPCOHINMIMPOBIHHLIE W TPIMMITHYECKH TedynpeHsie
pacceiniku, ofixoanume masHei mapkep yrpoasl. |

B Mowennmuectso yepes Deepfake: ‘
FEHEPSUMA BUAEO W rON0C3 PYNOBOACTES AR \
CIHKUMOHUMPOBIHUA HEIAKOHHBIX PUHAHCOBLIX ONEPA

B MK-BoThl ANA COUMANBHOR HHMOHOPUU: B
BEACHHE OCMBICISHHED AMAZIONOE ANA BLIMAHABAHH
KOHpHARHUKMANLEHOK MHPOpPMaUMK. i

IIpesunent benapycu A.I'.Jlykamenko, Boictymnas Ha |l Munckoi
MEXAYHANPOIHON KOH(PEPEHIINH IO €BPa3UIICKON 0€30MaHCOCTH, KaK OJHY U3
KJIFOYEBBIX 3a7a4 B 1€JIOM O00O03HAYUJ HEOOXOAUMOCTb NPUHATHUS MEpP B
o0JacTu HMCKYCCTBEHHOTO HHTeiuiekTa: «Heynpaensemas zouka 6 Imoil
cghepe npespaujaem e2o u3 noynesnozo pecypca 6 opyscue. B nepcnekmuge —
MaACcO6020 NOPANHCEHUA) .

Cmann 7.

(4

Heynpaenaemasn 20HKa & amoli
chepe npespawyaem e20 (npum. -
UCKycemeeHRLIU usmennexkm) U3
none3Ho20 pecypca 8 opyxue.
B nepcnekmuse — maccosozo

nopaeHus. , ,

MNpesudenm Pecrylnunu Benopycs A.T. JIyNCLIENO,
Ul MurcHaa MEXOYHGPOOHOR XOHPEDERINR NO
eapa3aviickol GesonacHoamu, 28 oxmatps 20252

CorpynHrkamMyu MuHuCTEpCTBa BHYTPEHHMX JAeil M HanumonanbHOro
O0anka PecnyOnuku benapych NpUHHMarOTCS Mepbl, HAlpaBJIeHHblEe Ha
0JI0KHpOBaHue MOLIeHHN4YecKuXx onepauuii. B benapycu ¢ 1 mapra 2024 r.
neiicteyer Yka3 Ilpesugenta Ne 269, koropelii mpemocraBiseT OaHKam
BO3MO’KHOCTb ITPUOCTAHABINBATH MTOJO3PUTENIbHBIE TEPEBOBI U COBMECTHO C



MIPaBOOXPAHUTEIBPHBIMU OpraHAMU paccieoBaTh WHIUACHTHL. JlaHHBIN
MEXaHHM3M TIO3BOJISIET JIOCTaTOYHO A(PEKTUBHO  B3aUMOJICUCTBOBATH
rpakJaHaM ¢ OpraHaMy BHYTPEHHHUX JIeJI, @ UM, B CBOIO OUepellb, «B PEIKUME
24 Ha 7» mepenaBaTh yKa3aHHYIO HHGOpPMAIMIO OAaHKOBCKOMY CEKTOPY M
noiydarb OT HEro 3(p@EKTUBHO U OBICTPO HHGOOPMAIMIO O JHIAX H
MHCTPYMEHTaX, KOTOPhIE€ 3aIeMICTBOBAHBI B MIPOTUBOIPABHON NESITEIBHOCTH.
W camoe Ti1aBHOE — MpEANPUHUMATH MEPHI, HAIPABICHHBIC HA COXpPaHEHHUE
y>Ke TIOXHIIEHHBIX ACHEKHBIX CPEACTB Y TPAKIaH W HEAOIMYIIICHUS ITepeBoia
UX Ha 3apyOeKHbIE CUETA.

B c¢Ba3u ¢ HEOOXOAWMMOCTBHIO 3aIlAThI OT MOIIEHHUKOB OaHKU
yCTaHaBIWBAIOT JUMUTHI MO CHATHIO JCHET B OaHKOMAarax Ha TEPPUTOPUU
benapycwu.

boprba ¢ »TuMEM mOpecTyrieHUsIMH TpeOyeT He TOJbKO Ooiee
COBEPILICHHBIX TEXHOJIOTUH 3alIUThI, HO U (PYHIAMEHTAIBLHOTO MOBBIIICHUS
1u(pOBOK TPAMOTHOCTH HACEJICHUS, MOCKOJIbKY MMEHHO YEJIOBEK OCTaeTCs
HanOoJiee ySI3BUMbIM 3BEHOM B JIFOOOW cucTeMe 0€30MacHOCTH.

IIngpoBast rpaMOTHOCTH HACEJICHUS

Kuobepo6e3onacHOCTh — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAYMHAETCS ¢ TAKWX MPOCTHIX BEIeH, KaK BBHIOOP HAACKHOTO MapOJis s
JIOMAIIHEN DJIEKTPOHHOM MOUYThI. BakHO TOMHUTB, YTO OJIUH U TOT K€ HApPOJb
HEJIB3s1 UCTI0JI30BAaTh OJHOBPEMEHHO JIsl paboueil MOYThI, JAJIsl pErucTpaluu
Ha pa3/IMYHBIX CalTax U B MecceHmxkepax. K cloBy, TUUHbIE JaHHBIC Yalle
BCEro TMOMAJAT K 3J0YMBIIIJIEHHUKAM W3 0a3 JaHHBIX Mara3uHoB (Mol
ocmasisnem amunuio, UmMs U omuecmeo, aopec u meied)on npu pecucmpayuu Ojis
noJy4eHUss OOHYCHBIX UU CKUOOUHBLX KAPM).

Heobxomuma »nementapHass uu¢poBas THrHeHA, TPU KOTOPOU
co0JI0IeHre MPOCThIX NMPABUJI MOBEIEHUSA B CETH IO3BOJISIET 3alUTUTH
NEePCOHANIbHBIC JaHHBIC, PUHAHCHI 1 YCTPOMCTBA OT KHOEPMOIIIEHHUKOB.

Oco0yt0 akTyalnbHOCTh TeMa UU(PPOBON TUTHEHBI MNPUOOPETaeT B
OTHOIIEHWM MOAPACTAIOLIETO MOKOJICHUA. [[eTn ceroaHs He TOJIbKO aKTUBHO
OOIIIal0TCA B MECCEHJIKEpax, HO U MOTPYKAIOTCS B MUP OHJIAUH-UTP, TAC UX
Kpyr OOIIEHUs pacmupsieTcs 3a cuer He3HakomileB. Cpead HUX MOTYT
CKPBIBATHCSA U KHOEPIPECTYIMTHUKH, CTPEMSIIIIUECS UCTIOJIb30BaTh peOCHKA st
MOTyYeHHS KOH(PHUACHIHAIbHOW wHGopManuu. Heokpemmas mcuxuka,
MOJIBEP’)KEHHOCTh BHYIICHUID W MAaHUITYJUPOBAHUIO [IE€JIAIOT KX JIETKOU
«J100BIYEH» JIJIS 3JI0YMBIIIIICHHUKOB.
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BE3OMACHOCTb AETEWA B CETU —
3TO HE 3AMNPETHI, A AOBEPUE U NPABUJIA
BbiCTpamBaiTe OTHPLITHIO OTHOWEHMA: PEDEHOK

AOTDHEH FHATH, NTO MORMET PACCKaAIATH Bam O moGOR
H[}D(‘.‘ﬂ?l‘-\(’ bea CTpaxa HaKa3aumA.

YCTanosuTe YeTHne rpaMnubl: Comacyire spems
OHAARH, PAIPLIWEHHBIE CANTBI U NPHAOK

WcnonbayiTe TeXHUMECKWE cpegcTea:
PORMTENBCHMIA KOHTPOML W 0BLWME 3KKIYHTDI
JNE MNAAKX AeTeR

besonacHocTh 1eTeil B ceTH — 3TO He NMPOCTO 3alpeThl, a CO31aHNe
3alUIIEHHON cpeabl U 00y4eHHMe NMPAaBHJILHOMY IOBeleHHMI0. B cembe
HEO0OXO0JIMMO BBICTpauBaTh JOBePUTEIbHbIC OTHOLIEHUS ¢ pedeHKkoM. [letn
HE JJOJKHBI UCKATh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, UTO
MOTYT paccKa3aTh POAUTENSIM O J000i CTPaHHOW MM HENPUSITHOW CUTyalluu
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOpUTHCH U YCTAHOBUTH YeTKHE MPABUJIA. KAKUE CAUTHI
MOYHO IIOCENaTh, CKOJIBKO BPEMEHU IPOBOAUTH OHJIANH, KAKAE MPUIOKECHUS
MOYKHO MCITOJIb30BaTh.

JJ1s Muiaaiux Aereid peKoOMeHAyeTcsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh UX napoJid. Mcnosnp3oBanue cneuuaau3upoBaHHOIO NPOIPAMMHOIO
o0ecnevyeHnsl POAUTEIBCKOT0 KOHTPOJIA [MO3BOJIUT OIPAHUYUBATH BpEMS 32
9KpaHOM, QUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKENATEIbHbIE CAUTHI.

CymecTByeT MHOKECTBO IPECTYNMHBIX CX€M, HCIOJIb3yEMbIX
KHMOEpMOIIEHHUKAMHU B OTHOIIIEHMH HECOBEPIIEHHOJIEeTHUX JeTeil.

Cmaiin 9.

PACTIPOCTPAHEHHDBIE CXEMbl KWBEPNPECTYN/IEHUIA NPOTUB AETEW

ubecnnaTHbIe» NOJAPKH Defikosbie 3anpocst O 4 Apyseiy Fpymunr =

et ammmsn Snsmronm LIATe: BOCTION R ACRMTRCA SEEEEMEN 1 Uera: swmanen cobo 28 coepcTraies, schTn w
CTDAragyY i ps DT Adei rew g OB TR S8rmdin 4805 BNEOM Bt iy A Avomnet. «TOlot MBI (W DOSITE w Soe MO DI IS Th
02 s (CHIR 20 AT T e SO0
Cencropuwen Hubepbynnmur DecTpyrTuBHbIi HOHTEHT
Qg AV
! ! !
Uere. enrarmpaeate pelenss ¢ Uen. yCuTs & TED SV ()87 Lot somtees » onecsm cocbumcres

NSVICAIRG MILE 9RO M HTI b PEMIDNIE PMECIM WEEL TRERIS & TEYTHTAX 0N DAL DAL CYMLIA, HOTHA NS W
— waregianze e coohn SerTpevSOM
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Cnpasouno:

Cnocobwl kubepnpecmynienuii 8 omHouleHuu oemeu U NOOPOCMKO8:

«becniamubley RNOOAPKU U  PO3BIZPBIMU, KO20Ad peOeHKy Ois
NOJYyUeHUs evluepblula npeoirdazaemcs nepeumu no CCblike U 68ecmu
niamedicuvie U uHvle OanHvle e2o pooumeneti. OCHOBHAA Yelb — YKPACHb
OaHHble OAHKOBCKUX KAPM WU YUEeMHbIX 3anucel;

«¢heiikosvle» 3anpocvl om Opy3eil, Ko20a C UCNOIbL30BAHUEM
831OMAHHO20 AKKAYHMA Opyea pebeHKa npocsim nomoysb (nepegecmu
OeHediCHble CpedCcmea), a pebeHOK, JHceldsi NOMOUb, MONCEM He YCOMHUMbCS
8 IUYHOCIU NPOCAUE20;

«CPYMUHZ), K020A 83POCbLU 3TN0V MBIULIEHHUK NOO BUOOM C8ePCHHUKA
emupaemcs. 8 0osepue K pebeHKY 8 Coycemsax Uau uepax, noCmeneHHo
8b168e0bIBAC TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bi3bléden Y)8CMeEo
onuzocmu, a 3amem MONCEM GLINPAUUBAMb UHMUMHblE HOomo/6udeo uiu
HA3HAYamMb JUYHYIO 8CMpedy, YMO MOJCem NPUBeCmu K COBEPUICHUIO 6
OMHOWEHUU pebenKa OelUcmeull CeKCyalbHo20 Xapakmepd, Komopule
PedenoK 8 CUTLY 803PACMA HE MONCEM OYEHUBAMb, KAK COYUATbHO-3HAYUMDBLE,
cuumas npoucxoosiyee uepol;

«CeKcmopuieny, Ko20a npecmynHux, noay4ué UHmumMHvle )omo uiu
810e0 (000P0OBOILHO OMNPABIIEHHblE PEOEHKOM UNU Yepe3 B3/10M Kamepbvl),
HAYUHAem WaHmaicuposams pebeHKa, 8biMo2as Kak mamepuaivhvie oiaza,
Max u ycuyey, 8 mom yucie ceKcyaibHo2o xapakxmepa,

Kubepoynnune (Ui mpaesis), Ko2oa co30aiomces 2pynnvt U nabIuKu Ois
Hacmeulex, YHUUMeIbHblX KOMMeHmapues, Omnpasisiomcs y2po3vl 8 MUYHbIX
CO0OWeHUsX, UmoObl NPUHUHUMbL DPeOEeHKY NCUXOJI0SUYeCKyro 00/b, Ymo
HepeoKo Modicen 3aKOHYUMCsL Oenpeccuell Uil 0axce camoyouticmeom,

6ogleuenue 6 ORAcHovle coodujecmea, nponazaHoupyloujue
oenpeccusHvle meyeHuss, Cyuyuo, AHOPeKCUro, HACUIUe UIU IKCMPEeMU3M,
KOmopble NpenoOHOCAMCs peOeHKy KAk Umo-mo «MOOHOe», «Kpymoe» u
«3anpemmuoey.

Cmaiin 10.
v'a

4 KNNIOYEBBIX NMPABU/IA BE3ONACHOCTH
B CETU JAETEM M NOAPOCTKOB

Xpawn nuynoe B Tadne
He nyGaniyit aapec, LKoY, FeOMETIH, A3HHLIE JOKYMEHTOS M K
NNansl CeEMmbM.

Nomem anropurm «CTON-CNPOCU-PACCKAKW»

) CTOM, ecnm uto-10 HacTopamueaet. CNPOCU y poaurenei,
ecnu HenonaTHo, PACCHARM a3pocnoim o mobioi yrpoie
i anckomopre

f/

g

, Rontponwnpyi xpyr obuy

y [oGasnait B ApY3uR TONGKO TEX, KOO IHASUIL AMUHO.
Hactpol nprearsocts npoduna.

A
. BHAKOMEH KPUTHNECHOE MuILINEHIHE

He nepexaam mo COMHUTENbHbIM CChIKAM. He BEpb CAMLIKOM
ABLITOIHDIM® NTPEMOMEHHAM

Baxxno nayuuth nered 1uM(poOBOM TPaMOTHOCTH M KPUTHUYECKOMY
MbIlIUIeHHI0. UM HYXHO mMoHHMMAaTh, 4To WHTEpHET — 3TO oOTpa)keHuUe
peajibHOr0 MHpa: B HEM eCTh M XOpPollHe, H IJIOXHe JIIH, U MPaBWJIa
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0€30IaCHOCTH 31eCh TAK K€ BaKHbI, KAaK U Ha yJjuue. He skoHOMBTE Ha
BpPEMEHHU, Yallle U 00JIbllle pa3roBapuBalTe cO CBOMMU JeThMU!

Tak>ke B 3alIUTE OT NPECTYIHBIX MOCATATEIBCTB, B UH(POPMUPOBAHUH U
JOTIOJIHUTEIbHOM BHUMAHUY HYKJIAIOTCS U JIFOJH ITOKUIIOT0 BO3pacTa.

*khkkk

3a mocienHee BpeMsi B pecnyOJjMKe TMPOU3OILIN 3HAYUTEIbHBIC
MO3UTUBHBIC CABHUTU: YJAJIOCh OOIIMMHU YCHJIMSIMH TIEPETOMHUTH TEHACHIIUIO
pocta yuciaa KUOEpPHpPEeCTYIUIEHUH, 3aMETHO BBIPOC YPOBEHb LHU(PPOBOU
3alATHI, JEMOHCTPHPYET OIEPAaTUBHOCTh M aJaNTUBHOCTh K TEKYIIUM
BBI30BaM OEJIOPYCCKOE 3aKOHOMATENHCTBO B 00JIacTU KMOEpOEe30macHOCTH U
np. [IpumedaTenbHO, UTO HAIll ONBIT OOPHOBI ¢ KUOEPIIPECTYITHUKAMU aKTUBHO
MPUMEHSIOT B IPYTUX CTpaHax.

Kak ormernn Ilpe3uaent PecnmyOauku beaapycs A.l'.Jlykamenko,
«abconiomuylo 3auwjumy Om Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl O00JIHCHbI MUHUMUIUPOBAMb PUCKU». DTOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXIbId YyYaCTHUK HWHGOPMAIIMOHHBIX
OTHOIIEHUN, KaXJIas OpraHm3aius OyAyT OTBETCTBEHHO TIOJIXOIUTH K
BBITIOJIHEHUIO TPeOOBaHUN MO0 KHOEpOe30MacHOCTH, a KaXKIbld YEIOBEK
OPOSIBUT OAUTENHHOCTh W BHUMATENBHOCTH B CIydae CHUTyallMd C
MOIIICHHUKAMH.

Cnaiig 11.

Ok
5

Poauteny, Hayuste gered Npagwena beperwte anKayH
NONLIOAATECA MHTEPHETOM OE30NacHONO NOBELEHUA o7 apepucroe!
npaaunsuo!

AKALEMMS YNPABNEHMS

NPU NPESUMAENTE
PECAYBNWKMN BENAPY(L




