MATEPHUAJI
JUTS YWICHOB WH()OPMAIIMOHHO-TIPOTIAraH IUCTCKUX TPYIIIT
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O MPO®UJIAKTUKE NPECTYILJIEHUMN,
CBA3AHHBIX C UCITOJIB3OBAHUEM
NH®OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOT U,
B TOM YUCJIE BBIMOT'ATEJIBCTB U MOIIEHHUYECTB

Mamepuan noocomoanen
Vnpaenenuem Crneocmeennozo komumema Pecnyonuku benapyco
no I poouenckou obracmu

Cocrosinue NPeCTYNMHOCTH B chepe NPOTHBOAEHCTBUA
KHOepNpecTYIMHOCTH.

Cornacno cratuctuke 3a 2024 ron Ha Tepputopuu I'poaHeHckoi odnactu
N0 JIMHUM TPOTUBOACHCTBUA  KUOEPIPECTYMHOCTH  3aPETHCTPUPOBAHO
1848 npecrymienuii (mpotuB 1529 B 2023 roxay), u3 koropeix 1715 (92,8%) —
XMILIEHUs JeHEeKHBIX cpeacTB: 1056 (3a 2023 rog — 301) — COBEpIIICHHBIX MyTeM
momenandyecTa, 593 (1096) — mnyrem MoaudHUKAIUH KOMITBIOTEPHOM
uHpopmalu 1 66 (23) — myTeM BHIMOTaTeJIbCTBA.

3a sauBappr — deBpanb 2025 roma — 322 mupectrymienus (433 3a
aHanoruuHbii nepuos 2024 r.), u3 kotopsix 312 (96,8%) — xuieHUS TEHEKHBIX
cpenctn: 181 (277) — myrem momenaudectBa, 121 (105) — mytem Moaudukaym
KoMIibroTepHOM nHpopmaru 1 10 (18) — myTeM BEIMOTaTeNnbCTBa.

Otmeuaercs JaBUHOOOpa3HBIN poct pacnpocTpaHeHHUs
3JIOYMBIIICHHUKAMU B COLIMATIBHBIX CETSAX, MECCEH]I)KEPAaX U UHBIX MHTEPHET-
pecypcax pa3jIMyHOro poja CChIJIOK Ha (UITUHTOBBIE PECYpPCHl, B TOM YHCIIC B
X0/l pekiaMbl (PEHKOBBIX WHBECTIPOEKTOB M aKIMH OT WMEHH KPYIHBIX
0enopyCcCcKuX KOMIaHuM, 0aHKOBCKHUX YUPEKIACHUN U TPEHTNHTOBBIX KOMITAHHMA
0 TOPIrOBJI€ AaKTMBaMH, B TOM 4YHCIE MOAKPEIUICHHOW CO3AaHHBIMU
MOCPEJICTBOM HEWpoceTell M HMCKYCCTBEHHOTO HMHTEIUIEKTa IunQedkamu c
NOAACIBHBIMU  HM300paKEHUSAMH U BHJICOPOJIUMKAMHU M3BECTHBIX MEIHIHBIX
JUYHOCTEN U MpeACTaBUTENIEH BIACTH.

B 2024 rogy otnenom nudpoBOro pa3BUTHS IPEABAPUTEIHHOTO CIICICTBHS
YCK no I'poanenckoit obnactu (manmee — OLPIIC) mo yrojioBHBIM jaenam
pervona BeisiBIeH 121 (GUIMMHTOBBIM WHTEPHET-pECypC W MHHUIIMUPOBAHA MX
OJIOKMPOBKA, B TEKYyIIeM Toy — 28.

Kpome »srtoro, OLPIIC nyrem wmoHuTOpuHra cetu HMHTEpHET
JOTIOJIHUTEIFHO 32 mocieaHue 4  Mecsilla BBISBICHBI /1O MOMEHTa
IPOTUBOINPABHOTO UCIIOIH30BAHUS 3I0YMBIIIJIEHHUKAMH B OTHOILLICHUU TPaXaaH
pecnyOnuku 262 aHaJIOTWYHBIX (DUIIMHTOBBIX pecypca, MO KOTOPHIM TaKke
IPUHATHI MEPHI K OJOKMpOBKE. VX KOIMYECTBO MPOAOIKAET PACTH.



XWIIEHNE JIEHEXKHBIX CPEACTB IMyTeM MOAU(PHMKANUM KOMIBbIOTEPHOI
HH(oOpMAIMH 3JIOYMBIIIJIEHHUKAMU COBEPIIAETCS B PE3yJIbTaTe IOJYyYCHHUS
JIOCTyNa K OAHKOBCKOMY CYETY C HCIIOJb30BAHUEM NEPEJAAHHBIX BIAJEIIbLIEM
cueTa PEeKBU3UTOB OAHKOBCKOW KapThl, MYTE€M JOCTYyMa K CHUCTEME UHTEpHET-
OAHKMHT WM K MOOMJIBHOMY YCTPOMCTBY MOTEPIIEBIIETO 4Yepe3 YJajIeHHBIC
POTrpaMMBI.

XullleHne MyTeM MOIIeHHHYeCcTBA COBEpIIAeTCs B pe3yjibTaTe
UCIIOJIb30BAaHUS MPECTYMHUKOM TaK Ha3bIBAEMBIX METOJOB COLMAIbHOM
WHXEHEPUHU, KOrjJa IOTEPHEBLIECIO BBIHYXKIAIOT I0J BHUAOM 3BOHKa OT
COTpYAHMKA OAHKOBCKOI'O YUPEKICHHS WU MPABOOXPAHUTEIBHBIX OPraHOB (BCE
yalle BCTPEYAIOTCS CMEIIAHHBIE CXEMbl OT MMEHU Pa3HbIX CTPYKTYp)
J100POBOJIBHO OCYIIECTBUTH MIEPEBOJI ACHEKHBIX CPEJCTB AJI UX «COXPAHEHU,
«IEKJIapUPOBAHUS», TIOJ] IPEJJIOTOM «H30€KaTh UX U3BATUE B XOJI€ 0OBICKAY, C
LEJbI0 TTOMMKH MOIIEHHUKA WJIM HEYHUCTOTO Ha pyKy paboTHHKa OaHKa, MO
IpeIJIOTOM UHBECTUPOBAHUS B TPEHAMHIOBBIE OMPIKHU, AKTUBBI U T.I1., a TAKXKE B
KauecTBe MPEIOIUIaThl 3a TOBAp B (PEMIKOBOM WMHTEpHET-MarasuHe, 3a apeHnay
KUIbS U T.JI.

3adgukcupoBaHHble (aKThl BbIMOTraTeJbCTBA B MHTepHeTe B OOJblIeiH
YacTH CBSI3aHbI C BBICKAa3bIBAHUEM TPEOOBAHUMN NEPEBOJA JEHEKHBIX CPENICTB
Mo/ yrpo3or OIOKUPOBKU «AiioHa» Mocie aBTOPU3ALUHA B UYKOW YUETHOU
sanucH iICloud, pacipocTpaHeHHs B CE€TH HHTHMHBIX MaTEPUAJIOB, «ITOMABIIHX)
B PYKH 3JOYMBIIUICHHHKY B XOJE JOBEPUTEIBHOW MEPENHCKA Ha calTax
3HAKOMCTB, B COI[MAIbHBIX CETAX, MecCeHKepax. JlocTyn K TaKuM MaTepuaiam
37I0YMBILIIIEHHUK TaKK€ MOXET MOTYYUTh MOCIE B3JI0Ma CTPAHUI] B COLIMAJIBHBIX
CEeTSX U B MHBIX aKKayHTaXx.

Haubosiee pacnpocTpaHeHHbIe CXeMbl W  CHOCOOBbI, KOTOpbIE
HCNMOJIb3YIOT NMPeCTYNMHUKH Uil XHUIIEHUs JeHEKHBIX CPeACTB B CeTH
HNurepHer.

1. TenepoHHsie 3BOHKH OT HMEHH PAOOTHUKOB OAHKOBCKHUX
yupeKaeHHii 1 COTPYAHUKOB NMPABOOXPAHUTEILHBIX OpPranos (IIpejiori):

OaHKOBCKUI CYeT B OMACHOCTH W HEOOXOJMMO TIEPEBECTH JICHBIM Ha
«0Oe30IacHBIN cYEeTY;

MOIICHHUKA  O(OPMHJIM KPeAUuThl Ha TpaXJaHWHA ©W IS
POTUBOJICUCTBUSL HYXKHO O(GOPMUTH CaMOMY KPEAWThl HA MaKCUMAJIbHYIO
KPEIUTOCTIOCOOHOCTh M TIEPEBECTH JCHLI'M HA HA3BAHHBIC CUETA,;

MOTEPIEBIINM YyYaCTBYET B HEKOM CHeHONepaluM 110 IOUMKE
MPECTYIMHUKOB JINOO SKOOBI HETOOPOCOBECTHBIX PAOOTHHKOB OaHKA, MOITOMY
HEO0OXOAMMO BBIMOJIHATH HYKHBIE IEHCTBUS;

M0 CYETy TpaKJaHWHA 3a(QUKCHPOBaHbI NpecTynHbie (UHAHCOBbIE
onepamMu, IMO3TOMY OyJeT NPOBEJAEH OOBICK, a YTOOBI 3TOr0 H30eXKaTh



HEO00XO0IMMO «3aJIeKIapUPOBaTh» BCE UMEIOIIHNECS CPE/ICTBA MYyTEM MEPEBOIa Ha
CHEIHAJIbHBIN CUET;

3BOHOK OT MMEHHM POJICTBEHHUKOB, sIKOObI momaBmmx B JITII u mus
CMATYEHUs] OTBETCTBEHHOCTH HAJ0 IEPEBECTH JCHbIM JHOO Iepenarh HX

Kypbepy,

HeycranoBnennoe mmmno B sHBape 2025 mnocpencTBoM
TeneoHHBIX  3BOHKOB B MecceHmkepe — «Viber»,
MPENCTaBUBIIACh  COTPYJHHKAMH  TPABOOXPAHUTEIBHBIX
TpoxHeHCKH OpraHoB, TOJ MPEJJIOTOM COXPAHHOCTH JICHEKHBIX CPEJICTB,
MOCK 16.01.2025 | ¢1.209 4.3 | 3aBnaneno AeHEKHBIMU CPEACTBAMH KUTEILHULLI 'pOIHO Ha
obmyro cymmy 12000 pyOnei, KoTopble moOCJeTHAS
CaMOCTOSITEJILHO nepenena Ha YKa3aHHBIH
3JI0YMBIIUICHHUKOM CUET

HeycTaHOBJIEHHOE JIMIO  TOCPEACTBOM  MEPENUCKH B
MecCeHIKepe «TenerpamMmm», non TIpeIOroM
NpeI0TBPAIEHUS TOCJAEIYIOINX APECTOB OAHKOBCKHX
) r— CUETOB, 3aBNAJE]0 NPHMHAIEKAIUME KuTemo T. Jluga
POCK 16.01.2025 | ¢1.209 u.3 | nenexubiMu cpenctamu B cymme Gosnee 20 000 pyoGuneli,
KOTOphlE  TOCHeJHMH  IlepeBel  HA  yKa3aHHbIE
3JIOyMBIIIJICHHUKOM CYETa

Bce gare cxeMa co 3BOHKaMM IPUOOpeTaeT THOPUAHBIN XapaKTep.

[IpruuemM, 370yMBIIUICHHUKHU TMPEJICTABISIOTCS HE TOJBKO Pa0OTHUKAMU
0aHKOB M COTPYJHUKAMU NPaBOOXPAHUTEIHHBIX OPraHOB, HO U ONEPATOPOB
cBsi3u A1l u MTC, yka3pIBatOT 0 HEOOXOAMMOCTH CKa4aTh sIKOObI OPUIIHATIBEHOE
MPUJIOKEHUE TUOO TIEPEHTH MO CCHUIKE M MPEIOCTaBUTh JOCTYII K TelaedoHy, a
Takke padoTHUKaMH «DHeproconiTay, «BomgokaHamay W APYrux CIyKO0 1on
MPEJIOrOM  3aMEHbl CYETYHMKOB — TIPOCIT IMAaCHOPTHHIC JaHHBIE, 3aTeM
MOCTYMAaeT 3BOHOK OT JPYroro MOIIEHHUKA, KOTOPBIA MPEeICTaBIsACTCS
COTPYJIHUKOM TPAaBOOXPAHUTEIbHBIX OpPraHOB U  yKa3blBaeT, UTO C
UCIIOJB30BAaHUEM TEPEJaHHbIX JIMYHBIX JaHHBIX Ha rpakaaHuHa O(QOpPMIICHBI
KPEIUTHl U HY>KHO BBITIOJHATh €0 HHCTPYKIIUH — OPOPMHUTH HOBBIC KPEIUTHI,

IMCPECBCCTU BCC JICHBI'M HA <(6€30H&CHBII>1 CUcT», 3aJICKJIApUPOBATH U T. .
Heycranosnennoe nuuo, 21.01.2025, nocpeacTBOM 3BOHKOB
B MecceHmkepe «WhatsApp» moja mpeyioroMm NnpoasieHust
JOTOBOPA M0 OKA3aAHHMIO YCJIYT ONepaTopa COTOBOM CBsI3H,
yOeIUB YCTaHOBUTH NPWIOKEHHE YHAJIEHHOr0 J0CTyma
I'MOCK 24.01.2025 | c1.2124.3 | «Moii MTC», COBEpIIMIO XMIIEHHE HNPUHAIIEKAIINX
xutemo 1. ['pogno Gosee 10 000 pyOseii, ocyIecTBUB MX
MIEPEBO/] CO CUYETa IMOTEPIIEBIIET0 HA HEYCTAHOBJICHHBIA CUET
3II0YMBIIIUICHHUKA

Heycranosnennoe  mumo  20.01.2025 MTOCPEIICTBOM
Tesle()OHHBIX 3BOHKOB B MecceHmkepe «Viber», a Takke
MPEeJOCTaBICHNUSI HEYCTAaHOBICHHOTO (DMIIMHTOBOTO caiira,
I'MOCK 20.01.2025 | cr.212 4.1 | npeAcTaBUBIIUCH COTPYIHHKOM «BomokaHaisia», 3aBnaneno
NPUHAJISKAIMI JKUTEeIbHUNE T. [pogHO pexBH3HTaMu
BIIK OAO «IIpuopbank», otkyzna mepeBeno Oomee 2 800
pyOuieil Ha MHBIE cueTa




CXEM npu OCymeCTBJIEHHMH 3BOHKOB Y 3JIOYyMBIILJICHHUKOB
MHOXKECTBO — HO oHM HCHOJB3YIOT 2 cmocoda xumeHusi (yOexmaroT
rpa’kJaH MEPEBECTU JICHEKHBIE CPEJICTBA CAMOCTOSATEJIbHO JHOO MBITAIOTCS
MOJYYHTh «KJIOYH» OT cyeTa — peKBU3UTHI 0OaHKoBcKux KapT (BIIK), koap u3
CMC, nonyuuTh YyJAJICHHBIM JOCTYN K TelnedoHy NyTeM MpeaIoKeHUs
YCTaHOBUTH MPEJJIOKEHHYIO TPOrpaMMYy IO MPEOCTABICHHOM CChUIKE, TEpEerUTH
M0 CCBIJIKE U BBECTHU B (pOpMyY JINUHBIE U (PMHAHCOBBIC JaHHBIE).

HY/KHO 3HATD:

OaHKOBCKHMI CUET ampuopH B O€30MacHOCTU (€CIu HUKAKUE JINYHBIC
JAHHbIE TPAXTAHUHOM HE IPEIOCTaBISIIMCh U HE BBOJWINCH HA HEM3BECTHBIX
pecypcax, OCOOEHHO MO MPEIIOKEHUIO 3BOHSIIMX JIMI, B TOM YHCIE HE
yCTaHaBIUBAIMCh KaKUe-Tu00 MPOTrpaMMbl);

paboOTHHUKHK OaHKa, COTPYIHUKH ITPABOOXPAHUTEIHHBIX OPTAaHOB He OYayT
NPOCUTH JUYHBIE JaHHbIe, KoAbI 13 CMC, mpocuTh COBEpPIIATh KaKUE-IUOO
NEUCTBHUSI CO CYETOM, HE 3BOHAT B MECCEH/IZKepax;

padotukn O0anka CAMOCTOSMATEIBHO n1npu noao3peHusx
3a0JI0KMPYIOT CUET/aHHYJIUPYIOT KPEIUT U T.I1.

[Ipu Takux npock0ax B X0J1€ 3BOHKA — HEOOXOUMO B3ATh Nay3y (00 1ymMaTh
IPOUCXOASAIIEE: CO CUETOM K€ HMYEro HE COBepllaj, KapTy HE Tepsj), He
nepeaaBaTh HUKAKHUX JAHHBIX U He COBepIIaTh HUKAKUX AercTBuii; [IPU
JIIOBBIX ITPOCBBAX TTPEJJOCTABUTD JIMYHBIE JINBO ®UHAHCOBBIE
JNAHHBIE - 3aBepmiuTh pa3roBop u nepe3BOHUTH B cBoit OaHk 1160 B OB/I;

Kpome 3TOro, morepmneBiieMy 3BOHSAIIMM TaKK€ MOTYT BBICHUIATHCS B
MecceHkepe Gororpaduu CiIy)KEOHBIX yAOCTOBEPEHUM, 3JI0YMBIIIJICHHUKU
UHCTPYKTUPYIOT Kak ce0d BecTh mnpu oQopMIeHUH KpeauTa B OaHKe.
[IpecTynHUKA  JEUCTBYIOT  HACTOJIBKO  yOEIWTENbHO, YTO  3a4acTyIo
NOTEPIEBIINE OCYIIECTBISIOT NEPEBOABI B TEUECHUE HECKOJIBKUX IHEU, MMes
peanbHOE BpeMs MOAYMaTh HaJ NpoucxoAsuuM. O4eHb 4YacTO MPOUCXOIST
WHCIICHUPOBKH C HECKOJIbKUMMU JIMI[aMU (3BOHSIIIMMHU )

2. TOPTOBJISI na ®EMKOBBIX TPEMIUHIOBBIX BUPXKAX u
yuactue B (enkoBbix wuHBectnpoekrax («beaTpancl’A3, «I'asmpom
HMuBecT» U T.11.) CXeMbl OTMEYAIOTCS 0OJIBIITAM yIIEPOOM.

B cerm wuHTEpHET pasMEUIEHbl MHOXKECTBO  MHTEPHET-CAUTOB,
UMUTUPYIOIIUX pa3indHbie (eiikoBble WHTEPHET-OMPKM sl 3apabdoTKa
JICHEXKHBIX cpeactB Ha Toprax. Cnam pekinamMa O JaHHBIX — CalTax
pacmpocTtpaHnseTcs noscoay B cetu MurepHer. Hepenko mepexoay Ha Takou
CalT NPEAIIECTBYET 3HAKOMCTBO B CETH MAPHS C «JIEBYIIIKON», PEKIIAMUPYIOLIECH
OTIPEICJICHHBIN CalT KaK «IPUOBLILHBINY. JloBepUrBBIC TpakKIaHE MEPEXOIAT MO
CCBUIKE, HE TMIPOBEPUB MCTOPUIO U OT3BIBBI peCcypca, BCTYNAKT C Tak
Ha3bIBAEMBIMH TIPEJCTABUTEISIMUA OUPKH B MEPEeNucKy. ['paxaan yOexaaroT B
BBICOKHX JTOXO0JIaX, YeMY CIIOCOOCTBYIOT COAEPIKAIIIUECS HA PECYPCe KPACUBBIC CbeﬁKOBBIe OT3BIBBI 00



(D HEeKTUBHOCTH TOPTOB. Y OCKIAIOT MEPEUUCIATh ICHBI'M HAa MPEA0CTABICHHbIC
HOMepa OaHKOBCKMX CYETOB, HEpPEJKO Ha KpUNOTOKOIIEeabkH. [Jls
yOeAUTEILHOCTH CO3/IAI0T <GKEPTBaM» JIMUHBIE aKKAYHThl Ha JaHHBIX cailTax,
rje SKOObl OTOOpaXaloTCs CYMMBbl BHECEHHBIX JCHEXKHBIX CpPEACTB. A Korja
YEJIOBEK peIlaeT BBIBECTH «UMCIOIIME Ha CYETY» M BIIOKCHHBIC JICHBIH,
HAYMHAETCS «UCTOPUS» O HEOOXOAWMOCTH BHECEHHUS Hajora, CTPaXOBKH,
KOMIICHCAIIMM W T.JI., BBIHYXKJIass MOTEPIEBIIETO0 BHOCUTh OYEPEIHBIE CYMMBI
neHer cpeAcTB. [Ipu aToM «okepTBe» BHaUYaine MOTYT JaTh 3apadotarh okojo 100
pyOJIeii i1 co3MaHusl BUAMMOCTH YCIICIIHOCTH MPOEKTA.

Heycranosnennoe nuuo, B nepuof spemenu ¢ 13.01.2025 no
23.01.2025, Haxonsch B  HEYCTaHOBJIEHHOM  MECTe,
MOCPEJICTBOM Tepenucku B MecceHmkepe «Temerpam» c
akkayHTa @LubimovaTatl, mox npeamoroM HHBECTUPOBAHUS
30.01.2025 | c1.209 4.3 | HeHEeKHBIX CPeICTB HA OHPIKe, 3aBIANEIO ACHEKHBIMU
cpenctBamu skutenst r. I'pogHo Ha oOmryro cymmy 16 000
pyOuteii, KOTOphIe TIOTEPIIEBIINA B CAMOCTOSTENBEHO TIEpeBeT
Ha cyera, YKa3aHHBIE 37I0YMBIIIJIEHHUKOM
(platformdonald.com)

Heycranosnennoe mumo, B mnepuon c¢ 26.12.2024 1o
21.01.2025, Haxonmschb B HEYCTAHOBICHHOM MECTE, IO
cpeacTBaM MOOWJIBHOrO mpuioxeHus «Batcamm», mox
npeioroM 3apaboTka B ceTi IHTEpHET MpH OCYIIeCTBICHUH
Boskossicckuit | 21.01.2025 | ¢1.209 4.3 | topronu Ha BamOTHONW OHMpIKE, HAa HEYCTAHOBJIEHHOM
POCK MHTEpHET-pecypce, OOMaHHBIM MyTEM YOEIUIIO >KUTEIbHUILY
BonkoBeiccka mepeuncnuts 18 000 pyOineit Ha pa3iudHbIC
CUCTa IO MPEACTAaBJICHHBIM PEKBU3UTAM

I'MOCK

HY’KHO 3HATDH

psn GEelKOBBIX CaiTOB B ceTH MIHTEpHET MO3ULIMOHUPYIOT ceOst OupKaMu,
KOMMHU HE SIBJIAIOTCS, HET MOJHBIX FapaHTHI B 3apab0TKe U UCKIIOYEHUH MTOTEpU
JICHE)KHBIX CPENCTB;

TaKHUe CAWThl MOTYT OBITh CO3/IaHbl 32 CUUTAHHOE BPEMS U3 JTIOOON TOUKHU
MHpA, HAUTH UX BIIAJICIIBIEB KPAWHE 3aTPyAHUTEIIBHO;

a0CoIOTHOE OOJIBIIMHCTBO TAKUX CaWTOB MMEIOT B MHTepHere KpaiiHe
OTPHLIATENBHBIE OT3BIBbI, KOTOPHIE JIETKO HAWTH ITyTEM MOUCKOBBIX 3aIPOCOB B
CETH;

(elikoBble OMPIKU, KaK MPaBUIIO, CO3AaHbl (3apEerucTpUpPOBaHbl) HE OoJee
roga HazaJj, a TO M MeECSUbl N0 Havyala (PYHKIHMOHHPOBAHHS, YTO JIETKO
MIPOBEPUTH B c€TH VITHTEpHET;

JUISL YKa3aHHOM JESATENbHOCTH HY)KHBbIE OOJBIIME IO3HAHUS WU OIbIT
paboThl C OQUIMATBHBIMU W3BECTHBIMH HWHTEPHET-pecypcaMu, aOCOIIOTHOE
OOJBIIMHCTBO TAaKUX PECYPCOB MU peKjamMa Ha HUX B COLMAIBbHBIX CETIX —
®EHK!

Kpome storo, B cetu MHTepHET pacmpocTpaHseTcss MHOTO (PeiKOBBIX
pPECYpCOB, PEKIAMHUPYIOIIUX YCIyI'M OT HMMEHHM IOPUCTOB, IOPUINYECKUX H




JpPYTrUX OpraHu3allnii, areHTCTB U (POHJOB B OKa3aHWUU IMOMOIIU IO BO3BpPATy
MEPEBEICHHBIX  CPEJCTB  MOILICHHUKaAM M JDKeOpoKepawm, KOoTr1a
3JIOYMBIIJICHHUKYA BHOBB TMOIMPOCIT IMEPEBECTH JCHEKHBIE CPEACTBA 3a COU
YCIyTH, IPEIOCTABUTh PEKBU3UTHI CUETA U TaK aayee. 3BeCTHHI cilyyan, KOraa
TaKUM 00pa3oM I'pak/laHe JBaXK/bl TEPSIIU CBOUM JICHBIH.

3. Tperbsi cxema — (eilikoBble HHTEPHET-MAra3uHbl 10 NPoOAAKe
TOBapoB (00yBb, OJiCKIa, MeOenb, IIBEThl, MOPEHPOAYKTHI W T.JA.) H
NPeJoCTaBJIeHUU YCJIYI, B YaCTHOCTU B colualibHOUW cetu «UHcTarpam».
CtpaHuIlbl ¢ U300paXKEHUEM KPACUBBIX TOBAPOB, Y KOTOPHIX CTOMMOCTBIO HUKE
PHIHOYHOM, C OOJIBIIUM YHUCJIOM TOAMUCYUKOB U PSIIOM MOJOXKHUTEIbHBIX
OT3BIBOB — HE BBI3BIBAIOT Y OYAYIIUX KEPTB COMHEHUN B MOIMHHOCTH. JKenast
npUOOPECTH TOT WM MHOM TOBAp, TpaKJaHe OCYIIECTBISIOT MEPEBOJI ICHET 3a
HUX B Ka4yeCTBE IPENOIUIAThl WM IIOJHOW OIUIAThl HA IOJKOHTPOJIbHBIC
3JIOYMBILIJICHHUKAM CUETA.

HeycranoBieHHOE JTHII0, HAXOSICh B HEYCTaHOBJICHHOM MECTE,
B couanbHoOu cetu «Instagramy» ¢ ceTeBbIM UMEHEM
«by.littlekids» (ID 44902229717), B nepuon ¢ 11.01.2025, mox
yana 22.01.2025 | ¢1.209 4.1 | mpeasIOoroM MPOJaXKu AETCKOM KOJISICKH, COBEPILIUIIO XUIIICHUES
JIEHEXKHBIX cpeAcTB x)uTenpHunb! [lyunna B cymme 6omee 500
pyOIeii, KoTopbie OBLTH MEPEYUCIICHBI OCIEHEH Ha
0aHKOBCKHI CYET 3JI0YMBIIUICHHUKA

Heycranosnennoe nuio, B mepuop ¢ 22.01.2025 mo 16.29
yacoB 23.01.2025, nocpeacTBOM MEPENUCKHU B COUUATBHON
cetn «Instagramy ¢ umenu nonb3oBatens @hall konfiscate u B
Mmeccenkepe «Telegramy» ¢ uMeHu nonb3oBarens @Artemhall,
OJT TIPEJYIOrOM TPOJIak MOOMIIbHOTO Tenedona «iPhone 14
Proy, 3aBraneno npuHaaIeKauMHe XUTEITIO [ poaHO
JIeHe)KHBIME cpenicTBaMu B cymme 1000 pyOieit, koTopsie
MOCJIeTHAN TIepeBell Ha YKa3aHHbIH 3I0YMBIIIIICHHUKOM CUET

I'MOCK 27.01.2025 | c1.209 u.1

HYKHO 3HATD:

paHee HEW3BECTHBIE WMHTEPHET-Mara3uHbl, pPabOTAIOIMIME TOIBKO TIO
npeaoryiaTe © IpeJiaraloimne TOBaphl CTOMMOCTBIO HIDKE PBIHOYHOM,
UCKIIIOUUTEIIFHO C TOJOXXKHUTEIbHBIMA OT3BIBAMHU — BBICOKHH PHUCK TMOTEPH
CPEICTB;

doTorpaduu UMEIOITUXCS TOBAPOB HAa MHOXECTBE pa3HbIX (DOHOB (B
Pa3HBIX MOMENICHUSIX) — OJAMH U3 NMPU3HAKOB (HEWKOBOIO MaraswHa, JTaHHBIC
¢doTo ckauaHsl B cet IHTEpHET;




noj00HbIe (DEMKOBBIE AaKKAyHTHI JIETKO CO3/Ial0TCSI B CUMTAHHBIE Yachl,
OT3bIBbl M MOJANUCKA HCKYCCTBEHHO HAKPYUYMBAIOTCS, UX BIAJEIbIBI MOTYT
HAXOJIUTHCS B JIFOOOW TOUKE MUPA, YTO YCIOKHSAET UX YCTaHOBJICHUE;

Oonee 0€30macHO OCYIIECTBISATH MOKYIKH B WHTEpPHET-Mara3uHax Ha
U3BECTHBIX M TPOBEPCHHBIX MHTEPHET-TUIONMAIKaX (M3BECTHBIC MAPKETILICHCHI);

IIPM OHJIAMH-TIOKYIIKaX PEKOMEHAYETCS HE HCHO0JIb30BaTh OCHOBHYIO
OAHKOBCKYIO KapTy, a 0pOPMUTH BUPTYAIbHYIO U MEPE]] COBEPIICHUEM MOKYITKH
NEPEBOAUTH HA HEE HEOOXOAUMYIO CYMMY.

4. Yereprasa — PUILINHI - pumnHroBbie caiTbl 0aHKOB (MHTEPHET-
OAQHKHMHT, AKI[UH 10 BbIIIaTe 0OHYCOB U BO3HATPAXK/ICHUI 32 IPOXO0XKIEHH e
onpocoB), a Takike — (pumuHrosbie CEPBUCDHI cayxk0 mocraBku ujiau
omiaatel (ot mmenu «CDEK», «Europochta» u ap.)

B cerm HHTEpHET MOryT NOSABIATBCA PAX CAUTOB, HUMHUTHUPYIOIIUX
CTapTOBBIC CTpPaHUIIBI WHTEpHET-OaHkuHra. JKemas 3aiiTh B MPUIIOKECHHE,
rpaXJIaHe MIIYT CTPAHUI]y UHTEPHET-OAaHKMHTa CBOEro OaHKa IyTeM
MOMCKOBOIO 3arpoca B Opay3epe. Hepenko B mepBbIX pe3yibTaTax MOUCKA 32
Ha3BaHueM aOOpeBUATypbl (PUHAHCOBOIO YUPEXKICHHUS KpPOETCS CChUIKAa Ha
(UIIUHTOBBIA CalT, BHEIIHE HUYEM HE OTJIUYAIOIIMIICS OT OpUTHHAja, HO
UMEIOINA WHOM aapec B Opay3epHOi cTpouke. OTau4aThCs MOXKET OJHHUM
CUMBOJIOM OT IPaBUJIBHOTO ajpeca. BBoas Ha TakoM canTe JIOTMH U MapoJib
BIIAJICNICI] CUETa MPEIOCTABISACT NOCTYyN K MHTEPHET-OAHKUHTY, a 3TO TOJIHBIN
JIOCTYII K cueTy. Uepe3 CUMTaHHbIE MUHYTHI ICHEXKHBIE CPEACTBA MEPEBOMASITCA
Ha UHOM CYeT.

Hepenko monbp3oBaTenn CceTM MOTYT HATKHYThCS Ha Pa3jInYHbIC
pEKJIaMHBIE aKIMU OeIOpyCCKUX OaHKOB, pa3MEIIeHHbIE HAa HEO(PUIIMATbHBIX
BeO-caiitax. Kak mpaBusio, A momydeHus: BOZHArpakA€Hus, TaM HE00X0IUMO
BBECTH PEKBU3UTHI OAHKOBCKOM KapThI, 3-X3HAYHBIM HOMEP U MOCTYIUBIINNA KOJT
n3 CMC, HO BMECTO BBIMTPHIIIA MPOUCXOIUT CHUCAHUE JECHEXKHBIX CPEICTB CO
cYeTa.

Heycranosnennoe sumno 30.07.2024, wHaxomsce B
HEYCTAaHOBIICHHOM MecTe, c HCIIOJI30BAHHEM
¢ummHaroBoit  cceliku - «https://oprosbyn.online», 1ox
I'MOCK 06.08.2024 | cT.212 4.1 | mpeasTOroM MPOXOXKACHUS OMpoca Ha kadecTBo yciryr 3A0
«Annpa-banky, 3aBnaneno pexkBmsuramu BIIK u xomamu
n3 CMC xutensHUIB! [ pogHO U MOXUTHIIO C €€ KapT-cueTa
8000 pybneit

Crour IIOMHHUTB, YTO (1)I/IIHI/IHFOBBIG CCBIJIKH MOT'YT OBITH HpCaO0CTABICHBI U
Ha cauTax HOKYHKI/I/HpOI[a)KI/I TOBApOB, IIOA BHUIAOM IIOKYIIKH TOBApPOB C
npeaoCTaBJICHUCM (bOpM JJIs1 BBOAA PCKBU3UTOB BIIK s IMOJIYUYCHHUA JCHCKHBIX
CpCICTB. HepeI[KI/I ClIydau, KOorJga IIOCJIC IIOJYYCHHUA 3JIOYMBIINIIICHHUKOM
ACHCKHOI'O IICPCBOIA, C LCJIBIO JIaJIbHEHMIIIEr0 XUIIEHUS OH IO BUIOM BO3Bpara



CpencTB  (Hampumep, TOBap  3aKOHYWICH) yOexXJaeT  IMOTEpIEBIIErO
IPEAOCTaBUTh MEPEUTH MO MPEJOCTABICHHOW CChUIKE U B (DEMKOBOE IMOJE HA
UHTEpHET-CTpaHuile BBecTU pekBU3UTHI BIIK sK0OBI 1151 moJlydeHUs] CpesicTB
oOpaTHO, OJIHAKO, 3aBJAJE€B pPEKBU3UTAMHM, C HUX HCIOJIb30BaHUEM

3JIOYMBIIJICHHUK ITOXHUITACT ACHCIKHBIC CPCACTBA C KaApT-CUCTA
Heycranosnennoe smmo, 05.01.2025, Haxomsce B
HEYCTAHOBJICHHOM MECTE, IIOCPEICTBOM TICPEIUCKH B
Meccenmkepe «Telegram» 0T WMEHH TIOJNB30BaTENs
«PomaH»,  TPEJCTaBUBIIMCh  MPOJABIIOM  Mara3wHa
Jlunckuii 06.01.2025 | c1.212 4.1 «seafood.by», mox TPEATIOrOM  BO3BPATa  JICHEKHBIX
POCK CPEICTB 3a HEMPEIOCTABICHHBIN TOBAP, C UCIIOIB30BaHUEM
¢umuHroBoi ceruiky https://transfer-bell.online/835a2f53-
0475-4506-87b0-9ae74e8621ed, 3aBnameno JeHEXHBIMU
CpEICTBAMU JKUTCNBHUILI T. Jluma B cymme Oosee 860
pyOuneii

HYKHO 3HATDH

IIpu ocyumecTBjeHMH JOCTYyNa K CHCTeMe MHTEePHeT-0aHKUHT
MOMHHUTE:

HeJIb351 MCKaTh CalWT MHTEpHET-0OaHKa IyTeM MOMCKOBOIO 3ampoca B
Opayzepe. Anpec caiita 6aHka (CTpaHUIIbI HHTEPHET-0AHKWHIa) HY>KHO 3HATh U
BBO/JIUTH «BPYYHYIO» B aIpECHOM CTPOKE. A Jyule 100aBUTh B CIIMCOK 3aKJIaJ0K
Opay3epa, WM MCIIOJIb30BaTh MOOWIBHOE MPUIIOKEHHE. AKIUM OT HMMEHH
0aHKOB 0 BbIILIATE CPEACTB 32 MPOX0KAeHNEe AHKETUPOBAHMS WJIN OIIPOCca —
®ENK! He BBOAMTE THYHbIE WIH GUHAHCOBBIC PEKBH3UTHI MOCJIE MEPexoaa
110 HEM3BECTHBIM CCHLIKAM.

5. IlaTass — MHTEepHET BBLIMOraTeJbLCTBO. B X0J€ J10BEpUTEIHHOTO
obOmenus B cern MHTepHeT (Hampwmep, ¢ TapHEM OT WMEHH JEBYIIKA B
MECCEH/IKEPE W COIMATBbHON CETH) 3JI0yMbIIIJIEHHUK MOJy4aeT HHTUMHbIE
MAaTepHAaJIbl, MOCJIEe Yero 3a Hepas3rianieHue ux TpedyeT mepeBoaa JeHEKHbIX
cpenctB. M3BectHbl psAn (akToB, KOrga NpH aHAJIOTHYHBIX MEPENMUCKaxX C
«OOpaTHOW CTOPOHBI CETH» TOJIb30BATEh MPOCUT Ha Ali(poHE aBTOPU30BATHCS
HOTEpIIeBIIEero B uykoi yderHou 3amucu 1Cloud, mocie yero, 3Has mapoJb,
yAaJeHHOTO Oj0KupyeT TenedoH u TpeOyeT AEHbIU 3a pa30JIOKUPOBKY.

HYKHO 3HATDH

3a «aBaTapKoW» JApyra WM CIy4allHOTO 3HAKOMOTO MOXKET CKPBIBATHCS
NPECTYIMHUK, HE CTOUT PacHpOCTPaHATh B CETH JIMYHBIC MaTepuajbl WU
(¢brHaHCOBBIC JaHHBIC,

HUKOTJ]Aa HE BXOAWTE IO MPOCHOE CIyYalHBIX 3HAKOMBIX B YUYETHYIO
3anpuch ICloud niu uHbIe

6. Ilecras — nHabupaeT MOMYJISIPHOCTH Yy 3JIOYMBINIJIEHHUKOB CXeMa
«Denk-00cc»




CneicTBEHHBIM ~ KOMHUTETOM  OTMEYAEeTCs  POCT  NPECTYIUICHUH,
COMPOBOXK/IAEMbIX HECAHKIIMOHHUPOBAHHBIM JIOCTYIIOM K YYE€THBIM 3aIUCiIM
WHTEPHET-MECCEH/IP)KEPOB U COIMATBHBIX CETed B OTHOUICHUM PAOOTHUKOB
OpTraHU3aLUN U TIPEATPUITUN.

370yMBIIUICHHUKH H3Y4aloT CpPeACTBA OOMEHAa COOOIIEHUAMH (JIaHHbBIE
YYaCTHUKOB MEPEINCKH, COZIEpKaAHUE coOOIIeHU M
B yaTax, Fpynmnax, KaHajaax U JUYHBIX [IEPENHUCKaxX ) B pa3IMYHbIX MECCEHIKEPAX
U COLUAIBHBIX CETSIX, HUCIHOJIb3YEMbIX pAOOTHUKAMU [IJII KOMMYHHUKAIIUH,
ONPENICIISIIOT YUYETHBIC 3alUCU PYKOBOAMUTENEH, CO3AAl0T KOMHHM HUX YUYETHBIX
3anucel U BCTYNaKT B IMYHYIO MEPENUCKY C UHBIMU YYACTHUKAMH TaKUX YaTOB.

B xone mepenucku, BbiiaBasi ceOsi 32 PYKOBOJUTENS, 3JI0YMBIIIJICHHUK
COOOIIaeT BHIMBIIIJICHHBIE CBEJACHUS O TOM, YTO PAaOOTHUKOM HHTEPECOBAIUCH
COTPYJHHUKH TMPABOOXPAHUTEIBbHBIX OpPraHoB (HA3bIBA€T [JAHHBIE ATHUX
«COTPYTHUKOBY») M HACTaMBaeT HA COXPaHEHUU KOHQPUIEHIIMATHLHOCTH (akTa
oOmeHns. YKa3aHHBI TMCUXOJOTUYECKUM TMpUEM B psAe CIy4aeB CHIDKACT
YPOBEHb KPUTHUYECKOM OLIEHKM TPAXKIAHWUHOM MOCIEAYIOINX JEUCTBUU
MPECTYIHUKOB, 00ecIieurBasi 0€CIPEeKOCIOBHOE BBIMOJHEHUE MTOCTYNAOIINX OT
HUX YKa3aHUM.

Jlanee rpaxIaHUHy MOCTYNAIOT 3BOHKH MTOCPEJACTBOM MECCEHIKEPOB UITU
TeneOHHOM CBSI3U OT SKOOBI COTPYIHUKOB MPABOOXPAHUTEIHHBIX OPraHOB, a
Takke OAHKOBCKUX YUPEXKICHUH, B HEKOTOPBIX CIydasX C JIEMOHCTpaluen
MOCPEJICTBOM ~ MECCEH/KEepoB  ¢oTorpadmy  TOMIETBHBIX  CIY>KEOHBIX
yaocroBepeHuid. B xome  Oecenbl  MCEBAOCOTPYIHUKM — yOexAarOT
B HEOOXOJMMOCTH COBEPIICHUS OMNPEACICHHBIX JEHCTBUN, B TOM YHUCIIEC
M0 TEPEUYUCIICHUIO JICHEKHBIX CPEJCTB MOJ Pa3IUYHBIMU MOIICHHUYECKUMU
MPEJIOTaMU.

HY>KXHO 3HATD:

MpU TMOCTYIUICHUH TOAOOHBIX COOOIIEHUH B MECCEH/KEpax MpPOBEPATH
MPUHAIJICKHOCTh COOTBETCTBYIOIIECH YYETHOM 3alMUCH TOMY JIUIY, MUMEHEM
KOTOPOTO y4YeTHas 3amuch Ha3BaHa H (Wiau) (GHOTOM300paKeHHE KOTOPOTO
NpUCyTCTBYeT B mnpoduie (cBepuTh aOOHEHTCKUM HOMEp, CBS3aThCsA
C BJIAJEIbIIEM YUYETHOU 3aIMCH 110 UHBIM KaHaJlaM CBSI3H);

HUKOMY HE coo0IIaTh PEKBU3UTHI 0aHKOBCKHX KapT,
ayTeHTU(DUKAIIMOHHBIE JaHHbIE JUIi JOCTyna K OaHKOBCKMM CYETaM,
coJiepKaHue SMS-COOOIICHH, MOCTYMUBIINX Ha JINYHbIE aDOHEHTCKHUE HOMEDA,

B ClIy4a€ OCYIIECTBJICHUSI HECAHKIIMOHWPOBAHHOIO JOCTyNa K y4ETHOU
3alUCH  WHTEPHET-MECCEH/KEpa WJIM  COLMAJIbHOM CE€TU  MNPUHUMATH
HEe3aMe I TETbHBIE MEPHI IO YBEAOMIICHHIO O CITyYMBIIIEMCS TPaKIaH, OOIICHHE
C KOTOPBIMH OCYLIECTBISUIOCh B YKa3aHHOM HMHTEPHET-MECCEHIDKEPE WU
COIIMAJIbHOM CETH, C MLENbI0 MPEIYNPEXKIECHUS O BO3MOXKHBIX ITOIBITKAX
OCYILIECTBJIEHUS B OTHOILIEHUU HUX MPECTYITHBIX AEHCTBUI;




HE3aMEJIMTETbHO  MUHPOPMHUPOBATH O  BBISIBJICHHBIX  IOMNBITKAX
PYKOBOJICTBO  oOpraHuzanuud  (MpeanpusiTus) s [OPUHATAS — MEP
M0 YHPEXKICHUIO TMOJOOHBIX JEUCTBUW M MPABOOXPAHUTEIIBHBIE OpPraHbl
IUISl pearupOBaHUs.

Taxxke (pexe) B I'pomHeHCkoW 007acTH (PUKCUPYIOTCS HWHBIE CXEMBI
KHOEpNPECTYIUICHHI:

OIlJIaTa HA COMHUTEJBHBIX CaTax yCcayr oopMJIeHUs BU3 IS BbIE3/a B
JpyTU€ CTPaHBbIL;

MIEPEBO/I JICHET «BO3JI00JEHHOMY), MPEACTABISAIONIEMYCS KCHIIIMHAM B
MEpPENUCKe B  MECCEHJKEPE  «BOCHHBIM»,  «BPAuOM», «YMHUPAIOIIUM
MUJUTMOHEPOM», «aKTEPOM», MOIMABIIEMY B CIOXKHYIO CUTYyalUIO, TPEOYIOIIYIO
OIUIaThl PacxXoAOB s mpues3na B PecryOnuky benapych, pacTamoXuBaHUS
«LIEHHOTO ToJapKa» U T.I. (Hampumep, u3BecTeH (hakT OOIIEHUS OT WMEHHU
akrepa Kuany Pus3a);

3aBJIaJICHUE JICHbI'AaMHU B BUJE MPEAOIIATHI MO OOBSABICHUSIM 00 apeHje
KUJIbS

3aBjajfieHue MoJ BUJIOM (EUKOBBIX OOBSBICHUM O MOMOIIM OOJHHBIM
JTr05M (0J1ar0TBOPUTEIBHOCTD),

XUIIEHUE MYTEM MTPOCHO 00 010JIKEHUM JICHS)KHBIX CPEJICTB B COI[UATILHOM
CETH WJIM B MECCEHKEPE OOpATUBIIEMYCS B MepPenucKe «APyry».

BAYKHO 3HATbD:

PSI CAaTOB MO0 aKKAYHTOB MOTYT OBITh (DEHKOBBHIMU, OHU CO3JAIOTCS B
000 TOUKE MHUpA, HENb3s peliarb JtoOble (PMHAHCOBBIE BOIPOCHI B CETH
HNHuTepHeT, 00CTOSTEILCTBA YTOYHATH JUYHBIM 3BOHKOM WJIM TNPU BCTPEUE;
HENB3s CcoOoOlaTh JMYHbIE U (UHAHCOBBIC JaHHBIE, TEPEXOJAUTH IO
HEU3BECTHBIM CChLJIKAM M cailTaM, KOrja MoTpedyeTcs BBOJ JIMYHBIX JAHHBIX U
PEKBU3UTOB (macnopTHbIe JaHHble, pekBU3UTHI BIIK, koasl u13 CMC, norussl u
MapoJIM K YYEHBIM 3alIUCAM, CKAUMBAHUE MIPOTPAMM, IMOITBEPKICHHUE 3aIIpoca Ha
MOJKIIFOYEHUE aKKayHTa Ha BTOPOE YCTPOMUCTBO U T.]T

K coxanenuro, 1atb peKOMEHJAIUN O MOBEJACHUU B KAXKIOM BO3MOXKHOM
cllydae HeJb3s, HO BCEM TpakJlaHaMm B JIFOOOW CUTyalluu CJIeAyeT HE TepsTh
OMUTENBHOCTh, OOJYyMAaHHO OTHOCHTCS KO BCEMY IPOMCXOJSIIEMY B CETH
HNutepuer. HeoOX0auMO MBICIUTh KPUTUUECKH U HE MPUHUMATH MOCHEITHBIX
pemenuii. I[locoBeTyiiTech ¢ uwleHaMM CEMbH WIH Jpy3bsiMU. Beap B
OOJIBIIIMHCTBE CIYyYaeB UBJIUIIHSISA JOBEPUUBOCTh U HEOCMOTPUTEIIBHOCTh CAMUX
TpaXKJIaH CIOCOOCTBYET COBEPIICHHIO BBINIIEYKA3aHHBIX MPECTYTUICHU.




