MATEPUAJIBI
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O COCTOSIHMHU MPECTYITHOCTH B COEPE
MNPOTUBOJENMCTBUSA KUBEPIIPECTYIIJIEHUSIM
B I'POJHEHCKOM OBJIACTH

Mamepuan noocomoanen
Vnpaenenuem Cnedcmeennozo komumema Pecnyonuku bBenapyco
no I poonenckotu obracmu

Ynpaenenuem no npomugoodeticmauio kubepnpecmynsocmu
Kpumuranvrou munuyuu YB/[ I poonenckozo obaucnonkoma

HecMoTpst Ha 00BEKTUBHO HAOIIOTAEMYIO KApTUHY MOBBIIIEHUS Ka4eCTBa
JKU3HU HACEJICHUS, JOCTYIMHOCTH TOBApPOB M YCIYT, BBI3BAHHYIO IITUPOKUM
pacrpocTpaHeHreM UH()OPMAIIMOHHBIX TEXHOJIOTHUNA, BOSHUKAIOT HOBBIC PUCKH,
BBI30BBI M yrpo3bl. OJHUM M3 TaKUX HETaTUBHBIX MPOSIBICHUNA MacCOBOMU
nu@poBu3auu  SABIAETCS  MOSBICHHME U IIMPOKOE  PaCHpOCTpaHEHUE
KHOEpIPECTYMHOCTH.

B permone mnpu o00meM CHWKEHUU KOJUYECTBA PETUCTPUPYEMBIX
NPECTYIUICHUH HAOII0aeTCa OYEBUIHAS TEHICHIUS YBEIWYEHUS YACIHHOTO
Beca KMOepIpecTyIUIeHU B 001Iel CTPYKTYpe MPECTYMHOCTH.

CornacHo CTaTUCTHUKE, CIEICTBEHHBIMH IMOJpa3aesieHus MU [ poTHEHCKOM
obmactu B 2025 roay Bo30yxaeHo Ooinee 1970 yrojsioBHeIX Jei1 O
kuOeprpectymieHusx (poct 6osee yuem Ha 13% B cpaBuenuu ¢ 2024 rogom). 13
HUX Oosiee 97% — mpecTymiieHusl 0 XUIIEHUU JIEHEeKHBIX cpeacTB, Oomnee 200
YTOJOBHBIX JIeJ O TSDKKUX MPECTYIUICHUSIX (CyMMBI yiiep6a mpeBbicuin 250
0a30BBIX BEMYMH). Y IETbHBIN BeC KHOEPNpECTyIUICHU B O0IIeil Macce BCeX
npectyrmieHuid npeBbicuil 31% (MoYTH Kaxjaoe TpeTbe MpecTyIuieHue). Y
rpaxxaan obnactu B 2025 rogy MHTEpHET-MOIIEHHUKAMH MOXUIIEHO Oosee §
MUJUTMOHOB pyOJiei.

B nepBom mnonyroauu 2026 roga CieACTBEHHBIMM MOAPA3ICICHUSIMHA
['poanenckoit obOmactu BO30YykJIeHO 864 TOJOBHBIX Jiefla O COBEPILICHUU
KuOeprnpecTymieHui (3a anamoruynbiid nepuona 2025 roma — 832, poct cocTaBuil
3,8 %).

Jloms kubepnpecTyIIeHnH OT BCEX 3aPETHUCTPUPOBAHHBIX 32 SHBAPh-HIOHb
2026 roma B YCK mno I'pomHeHckol 00jacTH MpeCcTYIUICHHWH BO3pocia H
coctaBuiia 31,5% (28,7% - 3a aHaTOTUYHBINA MMEPHUO/T MIPOIILIOTO TOJa).

B crpykrype kubGeprnpecrynmHocty B 2026 TOAy TO-TIPEKHEMY B
abcomoTHOM OonbmMHCTBE (97,5%) mnpeobnamaroT MpecTyIieHus MPOTHUB
COOCTBEHHOCTH: XMIIEHUS MTyTeM MOAU(MUKAIIMKA KOMIIBIOTEPHON HH(pOpMAIIIH,



MOIIICHHMYECTBA M BBIMOTaTEJIbCTBA, COBEPIICHHBIE C HCIOJIH30BAHUEM
UH()OPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH.

IIpu sToM 3a mepBble mmecTb MecAneB 2026 roga Mo CpaBHEHUIO C
aHajornuHbIM mepuogoM 2025 roga NPOM30LUIO YBEIWYEHHUE KOJIMYECTBA
UHTCpHET-BhIMOraTeibecTB Ha 34 (¢ 31 mo 65, wm  +109,7 %),
kubepmoiieHHuyecTB Ha 88 (¢ 468 mo 556, wim +18,8 %), yrogoBHBIX A€,
BO30YXIEHHBIX MO (haKTy OJOKHUPOBAHMS, YHUUYTOKECHHS WU MOJIUPUKALNU
KoMITbloTepHOM nHbopmanuu Ha 8 (¢ 2 g0 10, wmm + 400 %), npecTyruieHH 0
3aBEIOMO JIO)KHOM COOOIIEHUU 00 OMAcCHOCTH IO HANPaBJICHUIO AESTEILHOCTH
POTUBOICHCTBUE KOepnpecTynHOCTH Ha 1 (¢ 4 1o 5, win +25%), no gakram
HEMPaBOMEPHOTO 3aBJIAJICHUs] KOMIbIOTepHOUW uHPopManmerr Ha 1 (B 1
nonyroguu 2025 roga yroJIoBHbIE Ji€jla O MPECTYIUICHUAX, TPEAYCMOTPEHHBIX
cT.352 YK, He Bo30yX/1auch).

Mexnay TeM, HaONIOAAETCSl CHUKEHUE XMILEHUM MmyTeM MoAu(UKaIUuu
KoMIibloTepHON nHpopmanu Ha 60 (¢ 281 mo 221, wnmm — 21,3 %), daxToB
HE3aKOHHOTO 000poTa CpeAcTB miaTexxka Ha 6 (¢ 12 mo 6, wmm — 50 %),
HECaHKIMOHUPOBAHHOTO JO0CTyNa K KOMIIbIOTEpHON MH(pOpManuu U oboporta
BPEIOHOCHBIX KOMIIBIOTEpHBIX Mporpamm Ha 1 (B 1 momyroamm 2026 rona
YTOJIOBHBIE JI€JIa O MPECTYIUICHUSIX, TPEAYCMOTPEeHHBIX CT.CT.349 u 354 YK, He
BO30YXKIAJIUCh).

CornacHo craructuke, B 1 mnomyroguu 2026 roma yCTaHOBJIEHBI
10/103peBaeMble Jinila B coBepuieHun 329 kubepnpecryrieHudt (B 1 noxyroauu
2025 rona — 222). Y nenbHbIN BEC pacCKpbIBA€MOCTH BbIpoc Ha 9,1%, ¢ 25,4% no
34,5%. 3a mnepuoa c¢ saHBaps 1o wuoHb 2026 roma mnpeaBapUTEIBHOE
paccnenoBane OkoHueHo 1o 103 yronoBHeiM nemam (mpotuB 115 3a
aHajornyHbii nepuo 2025 roaa), NPUHUMAIUCH PELIEHUS O MPHUOCTAHOBJIECHUHU
npeaBaputTesnbHoro ciaeAactsus no 4.1 ¢r.246 YIIK mo 822 yronoBHBIM Jeiiam

(759).

IcuxosiornyecKu MOPTPET KEePTBbI TeJIePOHHBIX MOLICHHUKOB

D10 colOmparenbHBIi 00pa3, OOBCAMHSIONIUN JIFOACH OIpeaeIeHHBIX
TICUXOJIOTHYECKUX XapPaKTEPUCTUK U KU3HCHHBIX OOCTOSTEIHCTB, NCTAIOIINX UX
Oosiee ysA3BUMBIMU. B OCHOBE JI€KHUT, JIOBEPUMBOCTb, MOJKPEIICHHAS
HaWBHOCTBIO.

XKepTBbl CKIOHHBI BEPHUTH JIIOJSM Ha CJIIOBO, HE IOJBEpras COMHEHHIO
MOJIYYCHHYI0 MH(OpMaInio, 0OCOOCHHO €CIIM OHAa MCXOJUT OT MPEICTaBUTENS
aBTOPUTETHON opraHuzaiuu (0aHK, IPaBOOXpaHUTENbHBIC Opranbl). OHU Jierye
MO/1/IA0TCS] IMOIIMOHAILHOMY JIaBJICHUIO.

DOMOIMOHATBHOE COCTOSIHUE, B KOTOPOM MPEOBIBAET YETIOBEK UTPAET CBOIO
poib. CTpecc, TpeBora, CTpax MOTePATh JICHbI'U WM HABPEAUTh OJIM3KUM — BCE
TH YYyBCTBA JIE30PUEHTUPYIOT M OCIAOISIOT CHOCOOHOCTh KPUTUUECKHU
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OLICHMBATh CHUTyaluio. MOIIEHHUKH YMEJIO HCIOJIB3YIOT 3TH COCTOSHUS,
co3faBasl OUIYIIEHHE CPOYHOCTH W TMAHUKH, BBIHYXKIAs >KEPTBY IEHCTBOBATH
UMITyJIbCUBHO, MpHU OSTOM €& BHHUMAaHHME pacCesHO, a HSMOIMOHAJIbHAS
YCTOMYHUBOCTH CHUKEHA.

HemanoBaxHbiM (akTOpOM SIBISETCA OJUHOYECTBO U MOTPEOHOCTH BO
BHUMaHUH. [1oXKubIe JI0H, )KUBYIIUE OJIHU, OCOOCHHO YSA3BUMBI MPOSBICHUSM
BHUMAaHMS, AK€ €CJIM OHU UCXOJAT OT HE3HAKOMIIEB.

MMy 1bCMBHOCTh M CKJIIOHHOCTH K a3apTy MOTYT CIIOCOOCTBOBAaTh
NOMaJaHuIO B JIOBYIIKY MOIIEHHUKOB. OOenaHus JIETKOW HaKUBBI, BHIUTPHIIIA
B JIOTEPEI0 MOryT 3aTMUTh pa3yM U 3aCTaBUTh 4YEJIOBEKa JEHCTBOBATH
HE0OJyMaHHO, HE MPOBEPSIs TOCTOBEPHOCTH HH(POPMALIUU.

BakHO OTMETHUTH, UTO XKEPTBAMHU CTAHOBATCS HE TOJBKO JIIOJAU C HU3KUM
YpOBHEM 00pa30BaHusl WK UHTEIEKTa. HanpoTus, ycnenHbie 1 00pa30BaHHbIE
JMYHOCTHU TaKKe MOIMAIAI0TCS B CETU MOIIEHHUKOB. [I0CKOJIbKY NX YBEPEHHOCTh
B COOCTBEHHBIX 3HAHMSIX MPUBOJUT K TIEPEOLICHKE CBOEW CHOCOOHOCTH
pacro3HaTbh OOMaH.

JIto6oi1 yenoBeK, HE3aBUCHUMO OT BO3pacta, oO0pa3oBaHUsS WU
COILIMAJIBHOTO CTaTyca, MOXKET CTaTh >KEPTBOM Teae(OHHOTO MOIICHHUYECTBA.
[lcuxonornyeckuii MOPTPET JIMIIb YKa3blBaeT HAa (DAKTOPHI, MOBBIIIAIOIINE
ySI3BUMOCTh K TIOAOOHBIM MaHUMYISAIUAM. [lo3TOMYy BaXXHO MOCTOSIHHO
MOBBIIIATH CBOIO OCBEJAOMJIEHHOCTh U OBITh B Kypce€ MOCIEAHUX TEHACHIUHN B
cdepe TeneoHHOTO MOIIIEHHUYECTRA.

MoIlleHHUKH TOCTOSIHHO COBEPILIEHCTBYIOT CBOM METO/Abl OOMaHa,
UCIIOJIb3YSl TOCJIENHUE TEXHOJOTHMYECKUE IOCTHXKEHUS W TICUXOJOTHYECKHE
npuemMbl. UTOObI OOMaHyTh CBOWX JKEPTB B XOJ MAYT yOCIUTEIbHbIE JIETCH/IHI,
3aMyruBaHue, CPOYHOCTh U 0OEIIAHUE HEBEPOSITHOM BBITOJIBI.

HaubOosiee pacnpocTpaHeHHbIe CcXeMbl MW CHOCOOBI, KOTOpbIE
HCHOJB3YIOT NPECTYNHUKH ISl XMINEHHUS [ICHEeKHBIX CPeIACTB B CeTH
HNuTepHer:

1. TEJE®OHHBIE 3BOHKN B MECCEH/I’KEPAX wu_pexe 10
OOBbIYHOM _ CBS3M __OT HMMEHM Pa0OTHHMKOB 0aHKOB, COTPYJIHHMKOB
NPABOOXPAHUTEIbHBIX OPTAaHOB, PA0OTHHKOB ONEPATOPOB COTOBOM CBS3M M
UHBIX OPraHu3anmuii (MOIIEHHUKAMU B XOJI€ 3BOHKOB COOOIIAETCS):

N0 CYETy TpaKJaHWHA 3a(UKCUPOBaHbI NpecTyNHbIe (PUHAHCOBBIE
onepanuu, o3ToMy OyJleT MPOBeeH OOBICK U BO30YKJIEHO YTOJOBHOE EIO,
4TOOBI 3TOr0 M30eXkaTh, HEOOXOIUMO «3aACKIAPUPOBATHY BCE HMEIOIIUECS
CPEACTBA IyTEM MEPEBOAA HA CIIEHIUAIBHBIN CUET WM NEPEAATH KYPbEPY;

OaHKOBCKUH CYeT «B PYKax» 3JIOYMBIIUIEHHUKOB U HEO0XOJINMO
NIEPEBECTU JEHBI'M Ha «O€30IMaCHBIN CUET;
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MOILICHHUKH  OGOPMWJIM  KpeAuTbl HA TpaXJaHWHA U A
IPOTUBOJCUCTBUSL (aHHYJIUPOBAHUS) BIAAENbIy CUE€Ta HYXHO CaMOMy
O0(QOpMHUTH HOBBIE€ KPEUTHI U MIEPEBECTH JICHHIU HA IPYTUE CUETA,

MOTEPIEBIINM Yy4aCTBYET B HEKOM cHeHoNmepauuM 110 IIOUMKE
IPECTYITHUKOB JIHOO HEAOOPOCOBECTHBIX pPAOOTHUKOB OaHKa, MO3TOMY
HEO0OXOJIMMO BBITIOJIHIThH HYKHBIE JICHCTBUS;

3BOHOK OT MMEHHM POJICTBEHHUKOB, sIKOObI momaBmmx B JITII u mus
CMSITYCHHUS] OTBETCTBEHHOCTHM HAJ0 MEPEeBECTH JEHbIM JHMOO mMepenarb ux

KYPbLCPY.

Bce gamie cxema co 3BOHKaMu nmpuoOpeTaeT ruOpPUAHBIA XapakTep.

[locTtynmaer mnepBbIi 3BOHOK OT HMMEHUM pabOTHUKOB «BomokaHamay,
«IHeprocobiTay, «benmoutely», «10MOPOHHOTO cepBUcay, «MHCHeKuu 1o
AJIEKTPOCBSI3U», ONIEPATOPOB COTOBOM CBSI3H.

MoieHHUKaMu CO00IaeTcs:

OyJeT MpOU3BOAUTHLCS 3aMEHa CUETUYMKOB WIIM YUTIOB IS IOMO(OHA,;

MOCTYIHUJIO 3aKa3HOE MUCHMO;

HEOO0XOMMO MPOJUIUTH JOTOBOP Ha YCHyry jgoctyna B MHTepHET wuiu
COTOBOM CBSI3U U JP.

Hacrauaror — HY)KHO COOBHIUTD KO/ u3 noctynusmiero SMS wiu
MacIOPTHHIC JJAHHBIC.

3areM MocTynarT BTOPOU U MOCJIEIYIONINE 3BOHKU OT UMEHH PAOOTHUKOB
Ham6anka, cotpyauukoB mpaBooxpanutenbHbix opranoB (KI'b, J®P, VCK,
KI'K u ap.)

MoieHHUKaMu cO0001aeTcs:

YTO HAKaHYHE 3TO 3BOHWJIM 3JI0YMBIIIJIEHHUKU, KOTOPbIM Bbl cooOuumm
JUYHBIE WX (UHAHCOBBIC JaHHBIE, C HCMOJIB30BAHMEM KOTOphIX Ha Bac
oopMIICHBI KPEAUThl JTMOO OAHKOBCKHN CUET HUCIOJB3YETCS NJii MEePEBOJIOB
JICHEKHBIX CPEJCTB HA TEPPOPUCTHUUECKYIO NEATEIbHOCTh, JTUOO OAHKOBCKHUI
CYET CKOMIIPOMETUPOBAH U OyIyT MOXHUIIEHBI ICHBTH.

IHocTtynarwT yrpossi:

«byaer BO030YyXJEHO YroJIOBHOE JeJ10, OyJeT TMPOBEICH OOBICK,
UMEIOITUECS HATMYHBIC ICHBI'M OYTyT U3BITHIY.

MoueHHUKH TPeOyIoT:

Bce HasmuHble cOepexenus «3AJIEKIIAPUPOBATDB» myrem mepeBoja
M0 PEAOCTaBIECHHBIM PEKBU3UTAM cueTa JIM0O MepesiaTh Kyphepy;

Bce HammuHble cOepexenus «I[IPEJOCTABUTL JIJIS TTPOBEPKI»
yTEM Tepe/ladu Kypbepy;



5

y4acTBOBaTh B CIELONEpALMU, YACThIO KOTOPOM SIBISETCS O(opmileHuE
KpEeAUTOB B OaHKax W MEpPEBOJ JEHEXKHBIX CPEACTB IO MPEAOCTaBICHHBIM
pPEKBHU3UTAM JINOO UX Mepeada Kypbepy;

MPEAOCTaBUTh JOCTYIl K KapT-cueTy (COOOLIUTh BCE PEKBU3UTHI
0aHKOBCKOM KapThl ¥ KOAbl U3 SMS, mu60 JOrMH U Mapoyib B UHTEPHET-0aHK)
IUIS TIEPEBOJIA JIEHET Ha «O€30I1aCHBI) CUET;

[0 TPEJOCTABICHHOM CCBUIKE YCTaHOBUTH Ha TEJNEPOH MpOrpaMmy
yIaJE€HHOTO JTOCTYIA AJIi IPOCMOTpa Bcel nH(popMaIliu Ha TelaeoHe.

IIpumepsl 0 YroJIOBHBIM Jej1aM:

B konye aueaps 2026 2o0a srcumenvruye I pooHo no3eonunu Ha 0OMauHuil
menepon om umeHu pabomuuka Boookawana u nood npeonocom 3ameHbvl
CUemyuUKo8 NONpoCUIU nacnopmuule oannvle. 3amem 6 Bauibepe u Teneepam om
umenu compyounukos enapmamenma @unancosvix pacciedosanui u KI'B
COOOWUNU, YMO HA HCEHWUHY MOWEHHUKAMU OQOpMIeHbl Kpeoumbl, Oyoem
8030YIHCOEHO Y20N108H0€E 0el0, NPOBedeH 00bICK U OJisl No2auleHUss KpeOumos el
HYJICHO oghopmums Opyeue Kpeoumvl, a NOJIy4eHHble OeHbeU Nepesecmu Ha
npedocmasiieHuvle peksusumol cuemos. [100 enusHuem ndcecompyoHUKos
nomepnesuias oghopmuia kpeoumsl 8 3-x bankax u nepesena agepucmam dosee
41 movicsauu pyoneu.

B cepeoune ¢pespansa 2026 2ooa ocenwune uz Mocmosckoeo pationa
NO3BOHUNU OmM UMeHU pabomuuxa JInexkmpocemeu U NOO BUOOM 3AMeEHbl
cuemyuka nonpocunu koo uz SMS. 3amem om umenu npasooxparumeneu
COOOWUNU, YMO HA UMSL HCEHUWUHbL MOUEHHUKAMU OMKPbIM OAHKOBCKULL cuem,
nOCPeodCcmeomM KOmopo2o 0CYWeCmeasaomcs nepesoobl OCHeNCHbIX CPeoCma OJis
CnoHcupoeanus meppopuzma. I po3unu obvickom u uzvamuem 6cex OeHee.
Vkazanu na Heobxooumocmsv OeKNapupo8anusi UMerUWUXcs cOepedceHull.
Haxoosco noo enusanuem agepucmos, scenwyuna omxpulia OAHKOBCKULL cuem,
3aYUCIUNG HA He20 8Ce 0eHblU, NOCHe Ye20 NPedoCmasula JIHCecompyOHUKAM
docmyn K uHmepHem-0aHKy, cooowus napoiv u koowvl uz SMS. U xax umoe
nomepsna 6e3 manozo 18 muicau pyoneil, Komopwie 310y MbIUUIEHHUKU nepeseu
HAa NOOKOHMPOIbHbIE UM CUemd.

B konye sameapsa 2026 cooa owcumenvuuye [pooHo no3eoHunu Ha
MOOUNbHBIIL MeledhOH Oom UMeHU 00MOpOHHO20 cepsuca U Noo Npediocom
3amMeHbl Yunos8 0omogpona nonpocuiu koo uz SMS. 3amem 6 Baiibepe om umenu
npasooxparumeneti coooOwuny, Ymo no cuemy 3a@UKCUPOBAHbL onepayuu no
GuHancuposanuo meppopusma, 3any2aniu 00bICKOM U Usbamuem ecex oenez. B
umoze y0eounu JHCeHWUHy 8 HeoOXO0OUMOCMU OeKIAPUPOBAHUSL OEHENCHbLX
cpeocms.  1lo0  enusHuem  1xHCcecompyoHuKo8 nomepnesuias nepeoand
npubvleutemy Kypvepy 10 moicau Eepo coepesicenuil.
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Yro HY/KHO 3HATD npo 3BOHKHM OT MOLLICHHUKOB:

OaHKOBCKHMI cUeT ampuopH B 0Oe30macHOCTU (€CiuM HUKAKHE JUYHBIS
JAHHBIE TPAXIAHMHOM HE MPEIOCTABIISIIMCh U HE BBOJAWINCH HA HEM3BECTHBIX
pecypcax, OCOOEHHO MO MPEIIOKEHUIO 3BOHSAIIMX JIMI, B TOM YHCIE HE
yCTaHaBIUBAIMCh KaKUE-TMOO MPOrpaMMbl);

pabOTHHMKM OaHKa, COTPYJHUKH IPABOOXPAHUTEIBHBIX OPraHOB He OyayT
NPOCHUTH JUYHBbIe JaHHbIe, KOAbI 13 CMC, npocuth coBepiiaTh Kakue-I1uoo
JEUCTBUSI CO CYETOM, He 3BOHSAIT B MeCCeH/IZKepax;

pabotnuku O6anka CAMOCTOSMTEIBHO 1npu  nomo3peHusx
320JI0KHPYIOT CUET/aHHYJIUPYIOT KPEAUT U T.1I.

[Ipu Takux mpock0ax B X0/1€ 3BOHKA — HEOOXOAMMO B3SITh Nay3y (00 1yMaTh
IPOUCXOASAIIEE: CO CUETOM K€ HMYEro He COBepllaj, KapTy He Tepsiia), He
nepeaaBaTb HUKAKUX JAHHBIX U He COBEPIIATH HUKAKHUX JeHCTBUIA;

I[TPU JIKOBBIX ITPOCBBAX IIPEJJOCTABUTH JIMYHBIE JIMBO
OUHAHCOBLIE TAHHBIE — 3aBepmuuTh pa3sroBop M NEPE3BOHUTH B CBOU
6ank 160 B OB/I.

Kpome s3tOoro, moreprneBumieMy 3BOHSIIAM TAaKK€ MOTYT BBICBUIATHCS B
MecceHkepe Gororpaduu CIIy)KEOHBIX yAOCTOBEPEHUMN, 3JI0YMBIIIJICHHUKN
UHCTPYKTUPYIOT Kak ce0d BecTH npu oOQopMIEeHUH KpeauTa B OaHKe.
[IpecTynHuKH  NEUCTBYIOT  HACTOJIBKO  yOEIWTENbHO, UYTO  3a4acTylo
NOTEPIEBIINE OCYILIECTBISIOT NMEPEBOAbl B TEUEHUE HECKOJIBKUX JTHEH, hMes
peasibHOE BpeMsl MOAYMAaTh Haja MNpoucxondmuM. OUeHb 4YacTo MPOUCXOISAT
WHCIICHUPOBKH C HECKOJIbKUMH JIMIIAMU (3BOHSILIUMM).

2. ®EMKOBBIE UHTEPHET-BUPKU n yuactne 8 ®PEUKOBBIX
HNHBECT-ITPOEKTAX («beaTpancl’A3», «I"'asmpom», «I'ocynapcTBeHHast
nporpaMMa» M T.1.) CxeMbl OTMEUAIOTCS 00J1bIIMM yHIEPOOM.

Cnam peknama o (EMKOBBIX MpoekTax (caiTax) pacHpoCTpaHsSIETCs
NoBCIOY B ceTu UHTEpHET, 0COOEHHO B COlMaIbHBIX ceTsX. [Tocie nmepexosa mo
CCBUIKE TaK Ha3bIBAEMbBIC «IIPEJCTABUTEIN» OUPIKU BCTYIAIOT B MEPEIUCKY B
MecceHkepe. I'paxkan yOexKJaloT B BBICOKHX J10X0/aX, Y€MY CHOCOOCTBYIOT
coJieprKaIuecss Ha pecypce KpacuBbie (peKOBBIE OT3BIBBI 00 3¢ ()EeKTHBHOCTH
3apabotka. s yOemuTenbHOCTH MOIICHHUKH CO3JIAI0T «OKEPTBaM» JIMYHBIC
aKKayHTBl Ha caiiTe Oupxku (mIaTGopmebl), T SKOOBI OTOOPAKAIOTCS CYMMBI
BHECEHHBIX JICHEKHBIX CpeacTB. Korja uenoBek pemaeT BEIBECTH «MMEIOIIHECS
Ha CYEeTe» BJIOKEHHBIC JEHbIU, HAUYUHACTCS «UCTOPHUS» O HEOOXOIUMOCTU
BHECEHUS HAJIOra, CTPaxXOBKH, KOMIIEHCAIIMU U T.J., BBIHYXJasl MOTEPIICBIIETO
BHOCHUTbH OYEPEAHBIE CyMMBI JIeHeT. [Ipu 3TOM «kepTBe» BHayajae MOTYT JOaTh
3apabotath okoJio 100 pyOseii 115t co3/1aHusl BUIMMOCTH YCIIEITHOCTH MTPOEKTA.
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IIpumepbl MO YroJIOBHBIM JeJIaM:

B nepuoo ¢ 21.10.2025 no 19.01.2026 neycmarnoienuvle auya nymem
UCNONb306aHUs cauma ¢eukosou oOupcu «silent-point.comy, aKKayHmos 8
meccenoxcepe «Telegramy (@akim777invest, @Reshetov Al @Manager Finl,
@MaksimBelovl989 u 360nk08 ¢ aboumenmckux Homepos ~+79236708186,
+48226022655, +441517008736, noo npeonocom unsecmuyuii Ha Oupodice,
nymeém obmana CcOo8epuusio XuwjeHue OEHeN’CHbIX CPeoCme HCUMENbHUYbI
Boakosvicka na cymmy 6onee 39000 pybaeii, komopwvie nocieoHss nepegena Ha
npeoocmasiieHubvle 68 X00e Nepenucku NOOKOHMPOIbHbIE HeYCHMAHOBLEHHOMY
uyy OaHKoscKue cuema.

B nepuoo c¢ 20.11.2025 no 13.01.2026 neycmano1eHHbIEe aUYA
HOCpPeOCmBOM NepenucKy U 360HKO8 68 meccenoxcepe « Teneepam» ¢ akkaynma
@Dmytrkuznts ¢ abonenmckum Homepom +79030841519, @maria 23254,
@Andreevich , @yuriiklimovl8, noo npeonocom uneecmuposanus OeHelCHbLX
cpeocms 6 cghepe Kpunmosauromol, nymem O0OMAHA 3A61A0eN0 OEeHEeHCHbIMU
cpeocmeamu scumenvruysl 1 poono, 2000 2.p. 6 obweii cymme 28724 pyobaet,
KOmopvle NOCIeOHAsl CAMOCMOSMEeNbHO nepegela HA HEYCMAHOBIEeHHbII
KPUNMOKOUWEIEK.

IIpaBoBoe peryjaupoBaHMe KPHUNTOBAJITHBIX olepanuii B
Pecny0siuke Benapych

Onepaluu 1o NoKymnKe v Npoaake KPUITOBAIIOTHI 32 JICHEKHbBIE CPEJICTBA
(Oemopycckue pyOIM, WHOCTPAHHYIO BAIIOTY WM JJICKTPOHHBIC JCHBIM)
paspenieHsl  TOJBKO B KPUNTOOMpKax (ormepaTtop OOMEHa KPHUIITOBAJIOT),
ABisifolnXcst  pesugeHtamu  Ilapka Bbeicokux TexHonoruil. CoBeplueHue
orepanuii Mo Kyrmie (MpoJa)xe) KPUMTOBATIOTHl HA MHBIX KPUNTOOMPKAX U Y
bu3nyeckux JMI  SABISETCA HE3aKOHHBIM M 3ampemtaercs. llopsiiok
OCYILIECTBIIEHUs CHAEJIOK C KPUIITOBAIIOTOW ompeneneH Yka3om Ilpesunenra
Pecniyonuku bemapych ot 17 centsiopst 2024 . Ne 367

«O0 oOpaieHnu 1U(PPOBBIX 3HAKOB (TOKEHOB)», 32 HAPYIIEHUE KOTOPOTO
MPEyCMOTPEHA aAMUHUCTPATUBHAS OTBETCTBEHHOCTHh 4acThio 3 crarbu 13.3
Konexkca Pecnybnmuku benapych 00 agMUHUCTPAaTUBHBIX MPABOHAPYIICHUSX,
nmpeaycMaTpuBaronieit mrpad ¢ KOHPUCKAIHMEH BCEH CyMMBI 10X0/1a.

B nmocnennee BpeMsi MOIIEHHUKH 00CIIAI0T «HOBBIN TOKEHY» WU OBICTPHIIA
3apaboTok. I ydacTusi mpejjiaraioT NpouTH «Bepu]PHUKaLUI0» — MOMOIHUTh
JIENIO3UT HACTOSIIEeH KPUITOBANIOTOM. Pe3ynbTaT: JeHbrM HaBCeraa yXoAsT
adepucram.

KTo0 Takue gponbi?

Jns monydeHWss 3a TpaHUIEH TMOXHUINEHHBIX JIEHET, a TaKxke JyIs
3aMyThIBaHUSA «IHA(PPOBBIX CIETOB» MOIIEHHUKAM HEOOXOJMMO MEPEBECTH HUX
yepe3 MPOMEKYTOUHBIE CUETA, OTKPBITHIE B 0€JI0PYCCKUX OaHKaX Ha MOICTaBHBIX
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JIUII, TaK Ha3bIBAEMBIX <«JIPOIIOB». HacTO MPOMEKYTOUHBIX CUECTOB OBIBAET OoJIee
JIeCsITKA.

B namieli ctpaHe OTKpBITh OAHKOBCKHH CUET MOXKET IpakJaaHuH c 14 jer,
C pa3pelIeHUs 3aKOHHBIX MIPEICTABUTEIICH, TO €CTh JaX€ HECOBEPIICHHOJIECTHUE
MOTYT OTKpPBITb OaHKOBCKHE cYe€Ta. JTUM M TMOJB3YIOTCS MPECTYIMHUKH.
Haxonsick 3a TpaHulleid, 3JO0YMBIIUICHHUKU MOJ0UPAIOT JIUIl, KOTOpPHIC
COTJIACATCSl OTKPBHITh OAHKOBCKUM CUET HA CBOE UM U MPOJATh 32 HEOOJBIIYIO
CYMMY PEKBU3UTHI JOCTYIIA K HEMY — 3TO JIOTMHBI U TAPOJIH JJIs1 BXOA B JIMYHBIN
KaOWHET UHTEpHET-0aHKUHTA, a TaKXKe MPEeAoCTaBUTh pa3oBbiii CMC-kof.

IHouck apomnos

HampsiMmyto MOIIIEHHUKH B UHTEPHETE HE MOTYT pa3MellaTh OObSIBICHUS O
MOMCKE TAaKUX JIWII, TIO3TOMY CBOM MHTEPEC OHHU MPUKPBIBAIOT MPEITI0KECHUEM
Pa3JIMYHOIrO JAPYroro 3apaboTKa, HE BBI3BIBAIOIIETO MOJ03peHus. Hampumep, B
Telegram pacchlnaloT OOBSBICHHUS O MOUCKE KYpbEpOB B JIOOOM TOpPOAE CO
CTaOMJIBHOW OTUIATOM TPYJa, WK JIOJEH AJid pa3rpy3Ku TOBAPOB, WU JIFOAEH Ha
BAKaHCHIO «TAaWHBIM TMOKYIIATENIb», WM 3aMaHWBAIOT OOCIIAaHMEM BBICOKOW WU
OBICTPOM OTIJIATHI.

Yaiire Bcero oT3bIBAIOTCS HA TaKW€ BAKAHCHU JIMIIA C HECTAOMIIBHBIM WIIH
HEOOJIBIIIUM JIOXOJIOM, B OOJBIIMHCTBE — MOJIOJEKb. CHauajga WHUIIUATOP
OOBSIBJICHUS Pa304apOBBIBAET 3aMHTEPECOBABIIIETOCS MOAPAOOTKOM, COOOIIaeT,
YTO JIaHHAs BAaKaHCHUS YK€ 3aKpbITa, U TYT K€ MpeajiaraeT HHOM BUJI 3apaboTKa,
Harpumep, opopMuTh OAHKOBCKUM CUET U TIEpeaTh 32 BOZHATPAXK/ICHHUE JJaHHbIC
ISl JOCTyNa K HEMY.

Hano 3nath, 4yTo crareert 222 VYTroJ0OBHOrO KOJEKCAa MPEAyCMOTPEHA
YTOJOBHAsl OTBETCTBEHHOCTH 32 PACTIPOCTPAHEHUE M3 KOPBICTHBIX MOOYKIECHUH,
HAaXONAIIMXCS B HE3aKOHHOM BJIQJICHUHM JIMIA PEKBU3UTOB OAHKOBCKUX
IJIATEXKHBIX KapTOYEK JUO00 ayTeHTU(DUKAIMOHHBIX JIaHHBIX, MOCPEIACTBOM
KOTOPBIX BO3MOXHO IMOJYYEHHE JOCTylMa K CYETaM, DJJCKTPOHHBIM WU
BUPTYaJbHBIM KOIIIEJIbKaM. 3a MPEIOCTAaBICHUE CBOUX JIMYHBIX JAHHBIX JIJIs
MCIOJIb30BaHUS B MOILIEHHUYECKUX CXEeMax MPeayCMOTpEeHa aAMUHUCTPATUBHAS
oTBeTCTBEHHOCTh MO cTathe 12.35 Kopekca Pecnybmuku benapych 00
aIMUHHUCTPATUBHBIX TPABOHAPYIICHUSX.

NmeroTcst ¢akTpl, KOrma B TPECTYMHYIO EATEIbHOCTh BOBJIEKAIWCH
HECOBEPUICHHOJIETHHUE.

Yro HYKHO 3HATD npo pekiamy ObICTPO 3apadoTaTh:

pan peikoBBIX CAUTOB B ceTH MHTEpHET MO3UIIMOHUPYIOT ceOst Oupkamu,
KOWMH HE SIBJIIOTCS, HET MOJHBIX TApaHTHUM B 3apab0TKE U UCKIIIOUEHUH TOTEPU
JIEHEKHBIX CPEICTB;

TaKue€ CalThl MOTYT OBITh CO3/IaHBI 33 CYUTAHHOE BpEMsI U3 000N TOUKHU
MHpA, HAUTH UX BIIAJICIIBIEB KPAWHE 3aTPyAHUTEIIBHO;
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a0COJIFOTHOE OOJIBIIIMHCTBO TaKUX CAMTOB MMEIOT B MHTepHeTe KpailHe
OTPULIATENBHBIE OT3bIBbI, KOTOPHIE JIETKO HAWNTH IIyTEM MOUCKOBBIX 3aIPOCOB B
CETH;

(elikoBbIe OMPKU, KaK IPaBUIIO, CO3/AaHbI (3aperucTpUpOBaHbl) HE Oolee
roja HaszaJ, a TO W Mecslbl A0 Hadyajla (PYHKUHOHUPOBAHUSA, YTO JETKO
IIPOBEPUTH B ceTU IHTEpHET;

JUISL YKa3aHHOM JEsTEeNbHOCTH HY>KHbIE OOJBIINE MO3HAHHUS W OIBIT
paboTel ¢ oQUIHMAIBPHBIMU H3BECTHBIMH HHTEPHET-pecypcaMu, aOCOJIIOTHOE
OOJIIIMHCTBO TAKKUX PECYPCOB M PEKJIamMa Ha HUX B COITMATIbHBIX CETIX — OEMK!

Kpome storo, B cetu MHTEpHET pacmpocCTpaHseTcsi MHOTO (DEHKOBBIX
PECYPCOB, PEKIIAMUPYIOIIUX YCIYTM OT HMMEHU IOPUCTOB, KOPUAUYECKHX H
JIPYTUX OpraHu3aluid, areHTCTB U (DOHJIOB B OKA3aHMM IOMOUIU MO BO3BpATY
NEpPEeBEJEHHbIX ~ CPEACTB  MOUIEHHMKaM U JDKeOpokepaMm,  Korja
3JI0YMBIIUJICHHUKA BHOBB MOMNPOCAT MEPEBECTH JCHEXKHBIE CPEICTBA 3a COU
YCIIyTH, IPEIOCTaBUTh PEKBU3UTHI cueTa U Tak aaiee. I3BeCTHHI cilyyau, Korja
TaKUM 00pa3oM I'pak/iaHe JBaXKbI TEPSIIU CBOUM JICHBIH.

3. Tperbsi cxema — (elikoBble HMHTEPHET-MAra3WHbI 1O NPOAAKE
TOBapoB (0Jiek1a, 00yBb, MeO€Ib, Kayelu, IIBEThl, MOPEIPOAYKTHI U T.1.) U
NpeaoCTABJIEHNH YCJaYyr, B yacTHOCTU B coruanbHoi cetu INSTAGRAM u
rpynmax Telegram (mauGoJsee yacThie Caydan)

MolleHHUKH CO3Aat0T CTPAHUILIBI (AKKAYHTOB) C M300pakKeHUEM KPAaCUBBIX
TOBApOB MO TMPHUBJICKATEIbHBIM II€HAM, «HAKPYYHUBAIOT» OOJBIIOE YHCIIO
MOAMUCYUKOB /I CO3JaHUs BUIMMOCTU peaibHOro MarasuHa. OOsi3aTeinbHOe
ycinoBue — [TIOJIHAA TIPEJOIIIATA nyTtem mepeBoja Ha MOJKOHTPOJIbHBIE
37IOYMBIIIUICHHUKAM CUeTa.

Yro HYKHO 3HATD npu nokynkax B cetu UHTepHeT:

paHee HEW3BECTHbIE HWHTEPHET-Mara3uHbl, padoTalolie TOJIBKO IO
npeoIIaTe U Mpejiararoime TOBaphbl CTOMMOCTBIO HUKE PHIHOYHOM — BEICOKUIMA
PHUCK TIOTEPU CPENCTB;

doTorpadm HMMEIOMMXCS TOBAPOB HAa MHOXXECTBE pas3HBIX (DOHOB
(B pa3HBIX TTOMEMICHUSIX) — OJIUH W3 MPU3HAKOB (DEMKOBOTO Mara3uHa, JaHHBIC
doTo ckavansl B cetu IHTEpHET;

nof00HbIe (heMKOBBIE aKKAyHTHI JIETKO CO3JA0TCS B CUMTAHHBIC Yachl,
OT3bIBBl U TOJAMUCKH HCKYCCTBEHHO HAKPYUYMBAIOTCS, UX BIIAJIEIbIIBI MOTYT
HaXOJUTHCS B JIIOOOH TOUKE MUPA, YTO YCIOKHSIET UX YCTAHOBJICHUE;

Oonee 0€30MacHO OCYIIECTBIISTh TMOKYIKA B HMHTEpHET-Mara3uHax Ha
U3BECTHBIX U MTPOBEPEHHBIX MHTEPHET-TUIONIAJKAaX (M3BECTHBIE MAPKETILICHUCHI);

npu onnanH-nokynkax pekomenayercs UCKIIIOUUTD ITPEAOIUIATY
u HE MHCIIOJIb3BOBATDH ocHOBHYIO OaHKOBCKYHO KapTy, a O(GOpPMUTH
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BUPTYaJbHYI0 U TI€pe] COBEPIICHHEM TIOKYNIKH TIEPEBOJUTh Ha HEe
HEOOXOJIUMYIO CYMMY.

4, YerBepras cxema — OUIINHT

(pUIIMHTOBBIE CalThl OAHKOB (MHTEpPHET-OAHKHUHI, AKUWW IO BBIILIATE
OOHYCOB M BO3HArpaXKJICHUM 3a MPOXOKJICHUE OMPOCOB U JIp.);

¢ummurossie CEPBUCDHI ciyx0 pocraBku uiu oruiaTel (OT HWMEHH
komnanui «CDEK», «EBponouray, «benmoura» u ap.);

(UIIUHTOBBIE OOBSABICHUS O CJaue KUJIbS B apeHIy C MOJyYCHHEM
IpeIOIUIaThl IyTEM BBOJA TAHHBIX OAHKOBCKUX KapT.

[HEJIb 310yMBINIJIEHHUKOB — MOJIYYUTh MOJIHBIE PEKBU3UTHI OAHKOBCKOM
KapThl ¥ Kojibl 3 SMS, 6o 0rvH 1 Maposib B UHTEpHET-0aHK. 3aMoIyYuB 3T
JAHHBIE, 3JI0YMBIILIEHHUK IEPEBOIUT BCE JICHBIM HAa CBOU CUETA.

B ceru WntepHer nosiBigercs psaa (PEeHKOBBIX CAUTOB, MMHUTHPYIOLIUX
opuMaIbHble CalThl OAHKOBCKUX YUPEXKICHUN WIM CTapTOBbIE CTPaHUIBI
uHTepHeT-O0aHKuHra. JKenas 3aliTH B CBOM JUYHBIA KaOWHET, TPa)kJAaHE UIYT
CTpaHUIly MHTEpHET-OAHKMHIa CBOEro OaHKa IyTEM IOMCKOBOIO 3ampoca B
Opaysepe. Hepenko B mepBbIX pe3ysbTaTax Moucka 3a Ha3BaHueM a00peBHaTyphbl
(MHAHCOBOTO YUYPEXKACHUS KPOETCA CChUIKAa Ha (PUIIMHIOBBIA CalT, BHEIIHE
HUYEM HE OTJIMYAIOIIMKCSA OT OPUTMHAIIA, HO UMEIOIIMKA UHOW aJpecC B aIpECHOM
cTpouke. BBOJisl Ha TaKOM caiiTe JIOTHH U NapoJb BlIaJieNel] cueTa MpeaoCTaBIIsIeT
JOCTYII K MHTEPHET-OAaHKUHTY, a 3TO MOJIHBIN I0CTYM K cueTy. Yepe3 cunTaHHbIe
MUHYTBI ICHEKHBIE CPEJICTBA EPEBOIATCS 3110YMBIIUICHHUKAMH Ha NHOM CYET.

Hepenko nonp30BaTeny ceTH MOTYT HATKHYThCS HAa pa3inyuHble (peKoBbIe
pEeKJIaMHbIe aKIUU OeNOpyCcCKHX OaHKOB WJIM OpraHu3allMii, pa3MelleHHbIE Ha
HeouIMalbHbIX BeO-caiiTax. Kak mpaBuiio, 1uisi modyyeHUs] BO3HATPAXKIACHMS,
TaM He0OXOAMMO BBECTH PEKBU3UTHI OAHKOBCKOM KapThl, TPEX3HAYHBII HOMEp U
NOCTYNUBIINI KOJ U3 SMS, HO BMECTO BBIMIPBIILIA MPOUCXOJIUT CIIMCAHUE BCEX
JICHEXKHBIX CPEJICTB CO CUETA.

CTOUT NOMHUTH, YTO (PUILIMHTOBBIE CCHUIKM MOTYT OBITh NMPEIOCTaBICHBI
U Ha calTax MOKYIKH/TIPOJIaKu TOBAPOB C MpenocTaBieHreM (hopm s BBOAA
PEKBU3BUTOB OAHKOBCKOM KapThl M Koja W3 SMS, sKoOBI 11 TONTydeHUs
JICHEKHBIX CPeACTB (Hampumep, Ha ToproBoil miatdopme «Kydap»). UToOs!
oOMaHyTh TMOKymHaTeJed U TMPOAABIIOB, MOIICHHUKH TakXe CO3[al0T U
NOJJIeNIbHBIE CalThI, Mpeaaras TOBaphbl MO CIUIIKOM HHU3KUM II€HaM, B TOM
Yuclie YTBEpP)KJas, 4YTO TOBApP KOH(PHCKOBAHHBIMA, HCMOIB3YsA (hajbIIUBbIC
OT3BIBBI JIJIs1 TOBBIIICHUSI IOBEPUSI.

['paxxnane, 3auHTEpECOBABIINECS OOBSBICHUAMH O MPOJAaXKe TOBAPOB IO
HU3KMM LE€HaM, TEpAIT OJUTEIbHOCTb, BCTYNAOT B IMEPENUCKY CO
3JI0YMBIIUICHHUKAMH, KOTOPBIE MPEACTABISIOTCA MpoaaBuamMu HHTepHeT-
Mara3uHoB. B xoze mepenucky, kenas MOJy4YdUTh TOBap MO BBITOJHOM LIEHE B
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KpaT4allliue CpPOKH, JIOBEPUMBBIC TpaXkIaHe, HHUKaK HE YOCKIasch B
JO0OPOIIOPSIIOYHOCTH TTPOJIABIIA, IEPEBOAAT HA YKa3aHHBIC UM CUETa JICHE)KHBIC
cpenctra. [locie aToro obIIeHne ¢ MOKyIaTeiaeM MpeKpamaeTcs, Topap HUKTO
HE BBICBHLJIACT.

MomreHHIKA OOMAaHBIBAIOT TPaKJaH HAa TOPTOBBIX IUIONIAJKAX M IO
BUJIOM TIOKymaTenei. Hampumep, neByika BhICTaBHJIa TOBAap Ha MPOAaXy Ha
«Kydap». Uepe3 HEKOTOpOE BpeMs €1 MUIIET «MOKymaTeab»: «Omiady cpasy,
o opMITIO TOCTaBKY, BOT CChlIKay. CChUIKA BRITJISIUT OUYEHb MMOX0KE HAa CEPBUC
noctaBku CDEK (mosxet ObiTh benmouta, EBponouTta) Tosibko BMecTO «by» -
«.shop». JleByiiika BBOAUT JaHHBIE KapThl IO MPEAJIOKEHHON PopMe, BKITtOUas
CVV-kon 1 KOl U3 CMC-COOOIIEHHMS, TTOCJIE ITOTO MOIIIEHHUKH CITUCHIBAIOT BCE
JICHEKHBIE CPEICTBA C KapTHI.

Hepeakun ciyyam, Korga Tmocje TMOJYYEHUS 3JIOYMBIIIJIEHHUKOM
JICHe)KHOTO TiepeBoia B Buje npenormiarel (Hampumep, B INSTAGRAM), ¢
LEbI0 TaJbHEUINEro0 XMILEHHUSI OH IOJ BUIOM BO3BpATa CPEJCTB WIHM OILIATHI
JIOCTaBKU (HampuMep, TOBap 3aKOHUYWICS, JUOO HaAO0 OIJIATUTh JOCTABKY)
yOexaaeT NoTepneBUIero NepenTu o npeaocTaBIeHHON CChUIKE U B (hOpMY Ha
UHTEPHET-CTPAHUIIE BBECTU PEKBU3UTHI OAHKOBCKOM KapThl SKOOBI ISt
MOJIyYEHUS CPEACTB OOPATHO WIIM OIUIATHI JOCTABKH.

3aBiajgeB peKBU3MTAMM KapThl U KogamMu u3 SMS, MolIeHHHK, ¢ UX
HCIOJIb30BAHMEM IOXHIIACT [eHEKHbIe CPeACTBAa € KapT-cyera IyTeM
NepeBo/ia HA CBOM CYeTa.

Yro HyxkHO 3HaTH po PUIIIHUHI:

[Ipu ocymectBiennn aoctyna kK cucreMe uHTepHeT-OankuHT HEJIB351
UCKaTh CalT OaHKa MyTeM IMOMCKOBOIO 3arpoca B Opay3epe U MepexoAuTh IO
WHTEPHET-CChUIKE. AJpec calTa HYXHO 3HAaTb M BBOJUTH «BPYYHYIO» B
aapecHo crpoke. Jlyuiie ucnonb3oBaTh MOOUIIBHOE MPUIIOKEHUE, CKAaUaHHOE
U3 0(OUIMATIBHOTO UCTOYHHUKA.

AKIuM OT HMMEHM OaHKOB O BBIIUIATE CPEACTB 3a IPOXOXKICHHUE
aHKeTHpOBaHMs MK onpoca — GEHK!

He BBOmuTe nuuHBIe MM (UHAHCOBBIE PEKBH3UTHI MOCIE MEpexoaa o
HEHU3BECTHBIM CCBUIKAM OT HE3HAKOMIIEB

s monyuenus aeHer Ha xapty HE HYXHBI 3 uudpsr ¢ obparnoit
CTOPOHBI KapThl U KOJIbI U3 SMS (3T0 naHHbIe 115 criucaHus cpeactn!!!)

5. IIarasa cxema —- UHTEPHET-BBIMOI'ATEJIBCTBO

3HAKOMCTBa B COIHAIBHBIX CETSIX.

MolieHHUKH co37al0T (aibIIuBbie MPOQUIN B NPUIOKEHUSIX IS
3HAKOMCTB WJIM B COIMAJIbHBIX CETAX, UCIHOJIB3Ysl YKpajeHHble (ororpadun
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NpUBJIEKATENbHBIX Jofel. Jlonroe BpeMs MNOIIEPKUBAIOT OTHOIICHHS C
NOTEHI[UATBHOMN KEPTBOM, YTOOBI B KOHEYHOM HMTOTE€ MOMPOCUTH IEHbIU (101
peIoroM 00JIe3HH, MPOOIEM ¢ BU30H, OTUIATHI MOCHIIKH | T.J1.).

B xone noBeputensHOTO 001IeHNs B ceTH VIHTepHET (Hanmpumep, ¢ mapHeM
OT UMEHU JIEBYIIKH B MECCEHKEPE WIIM COIHAIBHOU CETH) 3JI0YMBIIIIICHHUK
MOJIyJaeT MHTHUMHBIC MaTepHuajbl, TIOCIIC YeTro 3a Hepas3IialieHue uX Tpedyer
NEPEeBO/Ia JICHEKHBIX CPEJICTB.

[Ipy aHaMOTMYHBIX TMEPEMHCKaX C «OOpaTHOW CTOPOHBI  CETH»
MOJIb30BaTEIb MPOCUT Ha AidoHE aBTOPU30BATHCA MOTEPIEBIIETO B UYXKOM
yaetHoi 3anucu 1Cloud mo mpemocTaBiIeHHBIM PEKBHU3UTAM, MOCTE YEro, 3Has
NapoJib, yIaJleHHOTO OJIOKUpPYET TenedoH U TpeOyeT NeHbIU 3a pa30JIOKUPOBKY.

HY’KHO 3HATb:

3a «aBaTapKoW» Jpyra WM CIIy4alHOTO 3HAKOMOTO MOJKET CKPBIBAThCS
IPECTYIMHUK, HE CTOUT PaCHpOCTPaHATh B CETH JMYHBIE MaTepHaIbl WIH
(hUHAHCOBBIE JaHHBIC;

HUKOTJIa HE BXOAUTE MO IPOChOE CIIyYaWHBIX 3HAKOMBIX B YYETHYIO
3anpuch 1Cloud unu unHsbIe.

6. lllectas cxema — «®EMK-BOCC»

3JI0yMBIIIUICHHUKH HM3Y4aloT Cpe/icTBa OOMEHa COOOIIEHUSIMU (JIaHHBIC
YYaCTHUKOB TMEPENUCKH, COJIEpKaHUE COOOICHHI B yaTax, rpymnmnax, KaHajiax u
mmuabix nepenuckax (VIBER, TELEGRAM) B pa3nudnHbIx MecceHIKeEpax U
COIIMAJIBHBIX ~ CETSIX, HCIONb3YEMbIX pPAOOTHUKAMHU I KOMMYHUKAIIHH,
ONPENEIISIIOT YUYETHBIE 3alUCU PYKOBOAMUTEJEH, CO3AAIOT KOMUU HMX YYETHBIX
3aMucel U BCTYNAKOT B IMYHYIO MEPENHUCKY C UHBIMU YYACTHUKAMH TAKUX YaTOB.

B xome nmepenucku, BbimaBas cedos 3A PYKOBOJIUWTEJIA,
3JIOYMBIIICHHUK COOOIIAeT BHIMBIIIJICHHBIC CBEJICHUS O TOM, YTO PAOOTHUKOM
WHTEPECOBAINCh COTPYAHUKH IPABOOXPAHUTEIBHBIX OPraHoB (Ha3bIBaeT
JaHHbIE  ATUX  «COTPYJAHUKOB») U  HAcTaMBaeT Ha  COXPaHEHUH
KOH(PHUICHIINATBHOCTH (paKkTa OOIICHUS. Y Ka3aHHBIN IICHXO0J0THIYCCKUM ITPHUEM B
psAlle Cllyda€B CHHUXAET YPOBEHb KPUTHUYECKOW OLEHKU TPaXJTaHUHOM
MOCJICTYIONMNX JACHUCTBUNA MPECTyMHUKOB, oOecmednBas OecpeKOCIOBHOE
BBITIOJTHEHHE MOCTYMAIOIIUX OT HUX YKa3aHUMU.

[anee rpaxx1aHUHY MOCTYNAIOT 3BOHKHU MOCPEACTBOM MECCEH]IKEPOB WU
Tee(OHHOM CBS3U OT SIKOOBI COTPYIHHMKOB MPABOOXPAHUTEILHBIX OPTraHOB, a
Takke OaHKOBCKUX YUPEXKICHWM, B HEKOTOPBIX CIydasX C JEMOHCTpalueu
MOCPEJICTBOM ~ MECCEHJKepoB  ¢oTorpadmud  MOMJIETBHBIX  CIY>KEOHBIX
yaoctoBepeHuid. B xome Oecenbl TMCEBAOCOTPYAHUKH  yOEKIalOT B
HEOOXOJIMMOCTH COBEPIICHUSI OMPEACICHHBIX JEUCTBUWA, B TOM YHCIE MO
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MIEPEYUCIICHUIO JEHEXKHBIX CPEICTB MOJ Pa3IMYHBIMHU MOIICHHUYECKUMU
MPEIJIOTAMU.

HYKHO 3HATb:

IpU MOCTYIUICHUH TMOJIOOHBIX COOOIIEHUI B MECCEHKEepax MPOBEPATH
MPUHAIJICKHOCTh COOTBETCTBYIOIIEH YYETHOM 3alUCU TOMY JIUIY, UMEHEM
KOTOPOTO YyueTHasi 3anuch Ha3BaHa U (uiau) ¢GHOTOM300paKeHHUEe KOTOPOIo
NpUCYTCTBYeT B mnpodusie — cBepuTh adoHeHTckuit Homep (MECCEHXXEP
[TPOUHO®OPMUPVYET, uro Homep coOecelnHWMKa HE 3amcaH B Ballel
TeaeOHHON KHUIE), CBA3ATHCSA C BIIAJEIBIEM YYETHOM 3aluCH IO HWHBIM
KaHallaM CBSI3H;

HUKOMY HE coo0uaTh PEKBU3UTHI OaHKOBCKHUX KapT,
ayTeHTU(PUKAIIMOHHBIE JaHHbIE JUIsi JOCTyna K OaHKOBCKMM CYETaM,
coJiepKaHue SMS-COOOIIEHUH, TOCTYNUBIINX HA JINYHbIE AaDOHEHTCKUE HOMEPA,
BBITIOJTHSITh MHCTPYKITUH;

B ClIyya€ OCYUIECTBIICHUS HECAHKIIMOHUPOBAHHOTO JOCTyNa K YYETHOU
3alMCH  HMHTEPHET-MECCEH/Kepa WJIM  COIMAJIbHOM CETH  MPUHUMATH
HEe3aMeNIUTETbHbBIE MEPHI IO YBEAOMIICHHIO O CITyYMBIIIEMCS TPakIaH, 00IICHUE
C KOTOPBIMH OCYIIECTBJISUIOCH B YKa3aHHOM HWHTEPHET-MECCEHKEPE WU
COLIMAIBHOW CE€TH, C UENbI0 NPEAYNPEeXACHUS O BO3MOXHBIX MOMIBITKAX
OCYIIIECTBJICHUS B OTHOIIICHUU HUX MPECTYITHBIX JEeHCTBHM;

HE3aMEUINTEILHO  MHPOPMHUPOBATh O  BBIIBJICHHBIX  IOMBITKAX
PYKOBOJACTBO OpraHU3aluy (MPEANPUATHSA) TSl IPUHITHS MEpP TI0 YIIPEKIACHUIO
NMOA00HBIX JEHCTBUM U MPABOOXPAHUTEIbHBIE OPTaHBI JIJISl pEarupOBaHMUSI.

Taxxe (pexe) B I'poaHeHckoil 001acTH (PUKCHPYIOTCH HHBbIE CXEMbI
KHOepnpecTynjieHuii:

oruiaTa Ha COMHUTENbHBIX CalTax yciayr oopMIIEHUs BU3 JJIS BbI€3/a B
JPyTUE CTPAHBI;

npejoriaTa Ha apeHay <OKWIbs» TOCJE TOUCKAa OOBSBICHUM B CETH
HNuTepner.

Ymobvl cozoamv npueiexamenvbHoe 00bAGIeHUEe 0 cOade AHCULbs
MOULEHHUKU UCNOTb3YIOM homoepaguu, Hati0eHHble 8 uHmepHeme, a Mmakaice
UCNONL3YIOM NPUBNEKamelbHble YeHbl, 4moobl npusiedv sHumanue. Ilpedwcoe
yem noKazamov Keapmupwvl, 6cez0a npocam npeoonaamy. Jluunas ecmpeua c
apenoooamenem U OCMOMP JHCULbsL neped ONJIAmOoU NO36ONAM He OCMAMbCsl Oe3
Jcunbs U Oeree. Hexomopvie MOuwleHHUKU YMEepHcOarom, umo He MO2ym
BCMPEMUMbCSL ¢ NOMEHYUALbHBIMU APEHOAMOPaMU O PAIUYHbIM NPUYUHAM
(Hanpumep, Haxo00sMcs 8 0pPY2oM 20pooe).

XUIIEHUE CPEJICTB MO/ BUJIOM OIUIaThl BRIUTPHINIA B ceTH MHTepHeT;
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NEePEBO JICHET «BO3IIO0JICHHOMY», MPEACTABIISIONIEMYCSl KEHITMHAM B
NEpPEenUCKe B  MECCEH/DKEPE  «BOCHHBIM», «BpauoM», «YMHPAIOIIUM
MUJUTMOHEPOMY», «aKTEPOM», MOMABIIEMY B CIOXHYIO CUTYyaIUIO, TPEOYIOIIYIO
OIUIaThl PacXoAOB M mnpuesna B PecnyOnuky benapych, pacTamMoXUBaHUS
«LIEHHOTO TOJapKa» U T.I. (Hampumep, u3BecTeH (akT OOUIEHUS OT UMEHHU
aktepa Kuany Pus3a);

3aBjiajicHUE JeHbraMu myTeM (EeUKOBBIX OOBSBICHUI O MOMOIIH OOJIbHBIM
J015iM (OJ1arOTBOPUTEIILHOCTD );

XHIIEHHUE ITyTEM MPOCKO 00 OJ0IKEHUU JIEHEKHBIX CPEICTB B COITUATBHOM
CETH WUJIM B MECCEHJIKEPE 0OpaTUBILIEMYCSI B IEPEIIUCKE «APYTY».

BAKHO 3HATD:

psa caiiTOB MO0 aKKayHTOB MOTYT ObITh (DEMKOBBIMH, OHU CO3AAIOTCA B
0001 TOUKE MHUpPA, HENb3sl pellaTh JiIoOble (PMHAHCOBBIE BOMPOCHI B CETH
HNHTepHeT, 00CTOSTENbCTBA YTOUHSTH JUYHBIM 3BOHKOM HWJIM TNPU BCTPEUE;
Henb3s cooOuiaTh JIMYHbIE M ()MHAHCOBBIE JAHHBIE; MEPEXOAUTH IO
HEU3BECTHBIM CChUIKaM U cailTam, Korja notrpeOyeTcsl BBOJ JIUYHBIX JAHHBIX U
PEKBU3UTOB (MacnopTHbIE JaHHble, pekBU3UTHI BIIK, xoael u3 CMC, norusasl u
NapoJIv K YYEHBIM 3aMHCSIM, CKaUUBaHUE MPOTPaMM, IIOITBEPKICHUE 3aIIpOca Ha
NOAKIIOYEHUE aKKayHTa Ha BTOPOE YCTPOMCTBO U T.1I.)

K coxanenuto, 1aTh peKOMEHAAIIMU O MOBEACHUH B KaXKJIOM BO3MOXKHOM
cllydae Helb3s, HO BCEM TIpaxxJaHaM B JIIOOOW CHUTyallud CIEAYeT HE TepATb
OIMTENbHOCTh, OOJyMaHHO OTHOCHUTCSI KO BCEMY IPOUCXOIAIEMY B CETH
WNuTtepuer. Heo6X0quMO MBICIUTh KPUTHUECKH U HE MPUHUMATh MOCHEIIHBIX
pemwenui. IlocoBeryiiTech € wieHaMM CE€MbUM WIM JApy3bsMU. Benp B
OOJBIIMHCTBE CITy4YaeB U3IHILHAS JOBEPUUBOCTh 1 HEOCMOTPUTENBHOCTh CaMHUX
rpa’kJaH COCOOCTBYET COBEPIICHUIO BBIIIEYKA3aHHBIX MTPECTYIICHUH.

®OPMbI coyuyacTusi rpaxiaH B MPECTYNIHOM JAeATeJIbHOCTH
MOIIIEHHUKOB:

«paboTta» KypbEPOM: y 00MaHyThIX rpaxaaH
3a0paTh/TiepeaTh/IePEINCTUTh ICHBTH);

Mpoaka MOIIICHHUKAM OaHKOBCKMX KapT M HMX PEKBU3UTOB (JIOTUH W
NapoJib K MHTEPHET-0aHKY ), KOTOPbIE UCIOJIb3YIOTCS JIJIsl BBIBO/A TOXUIIICHHBIX
CPEACTB.

IIpumep nmo geay «kypbepa»:

«O0MaHyJIJM M TOACTABWJIM: TEHCUOHEpPKAa w3 ['poaHO moBepuia
MOIIEHHUKAM M OKa3aJIach MOJ CJIEICTBUEM.

['ponHeHCKUM  MeXpalloHHBIM — oTaesioM (CIIeICTBEHHOTO KOMHUTETA
YCTaHaBIMBAIOTCS OOCTOSTENBCTBA MOILIEHHUYECTBA, COBEPILIEHHOTO B 0CO00
KPYITHOM pa3Mepe.
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Ilo oannviM cedcmesus, 8 KoHye dekabpsi nPouLio2o 200d HA OOMAUHULL
menegon 80-nemmueiti dncumenvruysvl [ poOHO NO360HUN AKOOBL «COMPYOHUK
Cneocmeennozo komumemay. C nepevix MUHYmM paze080pa OH WOKUPOBATL
NEHCUOHEPKY JIOJCHOU uHopmayueu: Ha eé ums ogopmien Kpeoum, no
KOMOPOMY NPO8eOeHbl COMHUMENbHbLE ONEPaYUU, YACb U3 HUX — I1M0 NePesobl
Ha uHancuposanue IKCMpPeMUCmcKol 0esimenbHOCmu.

3noymbiuuneHHUK yoeoun dHceHuwjury, 4mo 3a dmu Oetucmeus et 2po3um
Y201108HAsL OMBEMCMBEHHOCb, U 3AA6UIL 0 HE0OX0OUMOCMU CPOYHO NOJLYYUMb 8
Mockse cnpasky, noomeepaicoarowyio eé Henpuuacmuocms. Ilpu smom oH He
HA3b18a/l HU KOHKPEMHBIX OOJIHCHOCHMHBIX JUY, HU A0peco8 20CyO0apCmeEeHHblX
yupedxcoenuil, 20e MONXCHO NOIYUUMb MAKOU OOKYMEHM.

Hcnyeannas  603MOJCHbIMU — NOCAEOCMBUAMY,  NEHCUOHepKa  0Oe3
803PAdNCEHUN BbINONIHANA 6Ce YKA3AHUSL MOWEeHHUK08. OOHUM U3 «NOPYYEHUU»
ObLI0 3a0pamb «0OKYMEeHmMbLY V 08YX dcumerieil 001ACmHO20 YeHmpa, Komopule
SAKOOBI OKA3ANUCH 8 AHATIOSUYHOU cumyayuu, u omeesmu ux 6 Mockey.

B mom orce Oenv owcenwumna, nepedsueasicb Ha maxcu, noexaida no
VKA3AHHBIM aopecam, 20e eé detlcmaumenbHo Hcoanu 1oou. Oonaxko nepedasanu
OHU ell 808Ce He DOKYMeHmbl, a OeHedicHblie cpedocmea. [Ipodonicas credosamo
UHCMPYKYUsAM mpebosamenvHo20 cobeceOHuKa, xcumenvHuya I poono cena
mapwipymHuoe makxcu, ymoosl ooexamv 00 Muncka. Ilo nymu mpancnopm
ocmanosunu compyonuxku I'AU, komopwle odOHapyscuiu 6 eé NUUHLIX Geuax
bonee 84 moicay pyonel.

Ha oOonpoce ocenwuna nosacuuna, umo MOWEHHUKU 2080PUNU C Hell
HACMOJIbKO YOeOUumenbHo, Ymo y Heé He 803HUKIO HU MANetuuxX COMHEHUL 8 UX
uckpennocmu. O mom, Ymo He3HaxKomwvle 00U Oyoym nepeoasams el 0eHbeU
6Mecmo 0OKYMEHMO8, e€ HUKMO He NPeoynpeicodll.

['pogHeHCKMM  MeEXpalHoHHBIM  OoTAeioM CIeACTBEHHOTO KOMHTETA
BO30YK/IEHO YrojoBHOE JieJ10 10 4.4 ¢T.209 (MOIIIEHHUYECTBO, COBEPIIICHHOE B
0c000 KpymHOM pa3mepe) YTonaoBHOro kojiekca Pecrryonuku benapyce.

OxoHuaTenpHas IPaBOBas OIICHKA JSHCTBHUIM (PUTYPAHTKH OyJeT JaHa 1o
pe3yibpTaTaM pacciieI0BaHMs.

OTBETCTBEHHOCTh «KYphEpa» 3a COY4aCTHUE B MPECTYIUICHUU — cTaThst 209
YronoBHOro kojekca (MakCuMalbHOE HaKazaHue — 10 12 JeT IuieHust CB00O bl
co mrpadom)

3a mpoaaxy JTUYHOM OaHKOBCKOM KapThl JIMOO PEKBU3UTOB JOCTYMa K
cBoemy kapt-cuery — ctarbhsi 12.35. KoAll (wrpad ot 20 mo 50 6Ga3oBbIxX
BEJINYMH, OOIECTBEHHBIE paOOTHI MU ApPECT)

3a npoaaxy 4y kKux 0aHKOBCKUX KapT JTMOO PEKBU3UTOB JOCTYIIA K UYKUM
KapT-cueTam) — cTaThsl 222 YToJd0BHOTO KOJIeKca (MaKCUMaJIbHOE HAaKa3aHUE J10
10 net numenus cBOOOIbI).
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JIOBBIE JIEMCTBUSI B  WHTEPHETE HABCEIrJA
OCTABJISIIOT IU®POBOIl OTNEYATOK (CJEABD), IO
KOTOPOMY YCTAHABJIMBAIOT BUHOBHOE JIMILIO

BCSI BBUIOKEHHASI B MHTEPHET JIWYHASI
®UHAHCOBASI UH®OPMALIUS MOKET BbITh UCIIOJIb30BAHA
MPOTUB BAC (LIU®POBOE JOCHE)

Telegram-kanan CieICcTBEHHOIO KOMHTETa, B KOTOPOM ITyOJUKYHOTCS
aKTyaJbHbIE CXEMBbI, HCIOJIb3yeMble KHUOECPMOIICHHUKAMH U  JIpyras
uH(dOpMaIKg 0 TPOTUBOICUCTBUN KUOEPIIPECTYIIIICHUSIM

Mopgnuceisamncs! E:xeHenenbHO IO MSITHHUIIAM B
O e e e e et spupe «Paguo I'pogHo» B 17:50
BY u Global OTZCJIOM U (poBOTO pa3BUTHA
npensapurenbHoro cneacreus Y CK mo
['ponHeHCcKOM  00JIACTH  JKHUTENSIM
pervoHa  JOBOJUTCS  aKTyallbHasd
uHpopmanus o0 3apUKCHUPOBAHHBIX
cxemMax  KuOepmnpecTyIluieHHuH — 3a
HEJIEIIO.

@CYBERPOOLOFSHARKS



